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KopnopaTuBHbIE CETU CErOAHSA — CITIOXKHbIE ...

Branch A

PaboTa c MHOXKecTBOM MacwTtabupoBaHue
YnpaBsneHue PaboTa ¢ pa3ninyHbIMu

MHoxectsom VLAN ceTamu

pPa3HbIX NONTUK - LAN, yBenn4ymBaeT CZI0OXKHOCTb
WLAN, WAN, LOA 3KCnayaTauum




..."M1 UMEKT MHOXECTBO 3KCIJ1yaTaluMNOHHbIX r|p06neM

HapYLLEHWUIA NOMNUTUK U OnepaLyroHHbIX PacxoaoB
npaBun ns-3a NpuxoanTcs Ha NOUCK
4enoBeYecKknx onbok HeMcnpaBHOCTEN U ONArHOCTUKY

A0S pyYHOro Tpyaa npu
BHECEHUN N3MEHEeHUN

TpaanuuoHHble cetn HE FTOTOBbI k 6bICTPbIM TeMNamMm pa3BUTUA NOTPeOHOCTEN OU3Heca



CeTb N XXN3Hb
# ynpaBrieHMe N MOHUTOPWHT

O CeTKy aAMMUHAT PYyKaMMm (telnet/ssh/CLI/Cisco_|OS)
« 95% (rnobanbHas ctatucTukal!l) — ynpasneHme kopobkamm no CLI
- CTaTnyHble N NPOCTble KOHMUrypawumm
« CNoOXHOCTb BHEAPEHUS UBMEHEHUIN, OCOBEHHO B AMHaMuKe (0COB6eHHO 6e30nacHOCTb)
- besonacHocTtb, Q0S, Tnnosblie koHpuUrpaumm, Central auth gna RBAC — gononHuTenbHasi CIIoXHOCTb

Q MOHMTOpI/IHra ceTun 3a4acCTyro O4YeHb ©a30BbIN (Nagios / Zabbix / Cacti / PRGT)
« Syslog — NOUCK UronkK B CTOre ceHa
- NetFlow HekoTopble cobupatoT ¢ Cisco (HO LLeHHOCTU ocobon He BUAAT 6e3 koppensunmn n ML)
- «Kecapto — kecapeBo!» Y 6e3onacHMkoB cBon «MoOHUTOPUNKN» (cetb?)y T cBomn (6e3onacHoOCTL?)
« «Kyunn SIEM» (HO HOpManbHO HE BHEAPWNKN) — TUNOBOW cLeHapuin ©

Q CpeﬂCTBa dBTOMaTun3auunum ynpassieHNA " MOHUTOPUHTaA

O UHTerpauma cetu n 6e30nacHoOCTHU



CeTb U »KU3Hb
# cerMmeHTauums

0O CermeHTaumnsa = VLAN (uHorga npasuna Ha Firewall)

CermeHTaumsa cetn 06bl4HO, eCTb HO OYeHb BasoBagd (He 4ocTaTouvHO AN 6e3onacHoCTH)
Bonblwe cermeHToB = 60nblie VLAN-0B, cnoxHee KOHTporb gocTtyna mexay VLAN

B peanbHocT VLAN — cermMeHT, HO He posieBas rpynna

CTaTnyHble 1 NPOCTbIe KOHUIypaLmm co cnnuckamu koHTpons goctyna (ACL)

HeT eanHoro okHa moHutTopmHra ACL (HackombKo NMosiHO peLuatoT 3agady?)

HeT nHCTpymMeHTa noncka yctapeBLUmMx npasus BO MHoxecTee ACL

ABCONIOTHO He pellaeT 3aJayun KOHTponda Tpaduka nonb3osarenen ogHoro VLAN/noaceTu

O MukpocermeHtTauus

Mpeanonaraet poneson gocytn k cetn (RBAC) = nnterpaums NAC (ISE) ¢ MS Active Directory
[obGaensetr guHaMnKky
Mpeanonaraet coBmectnmoe obopynosaHue (SGT enforcement)

O MakpocermeHTauus

B03MOXXHOCTb 06 bEANHATL MUKPOCErMEHTBI B MaKpOrpynmbl
BO3MOXHOCTb pacTAHYTb CErMEHTaLMIO Ha BCHO CETb C NOSTHOW aBTOMaTmu3aLmen BHeapEHUSs



YTO M3MeHMNocCh 3a nocneaHee Bpema?

IT = nopaeprkka busHeca —> ocHoBa BegeHUA busHeca
Cetu ctanu cnoxkHee: Wired + Wireless + Virtual + Remote Access.
CNOXKHOCTb NOAAEPKKU €ANHbIX MOJIMTUK MO BCEWN CETU
NoHATHE «nepumeTp ceTn» U3MEHUNOChH.
Bonblie TpeboBaHun K 6ezonacHocTn. CnoXHee peannsauyms.
CeTeBble cepBUCbI CTaNU CNOXKHee: BYOD, App experience, user mobility.

3HauuTeNbHO BO3pOCAa HarpysKa Ha IT nogpasaeneHums.




YTO M3meHuUTCA B BanrKailee Bpems?

IT nepcoHana meHbLe, 3aga4 6onblue.
TpeboBaHUA K yHNOUKALMN U eAUHOMY Noaxoay.
OT YaCTHbIX HAaCPOEK K eANHbIM NONUTUKAM.
IT SECURITY = MUST HAVE!!
CnorkHee yrpo3bl Nb. Bcé 6onblue wndpoBaHHOro TpaduKa.
MHoromepHble ceTu: App, Device, User, Network, Segmentation, loT, Cloud

HoBble noaxoabl K noctpoeHuto ceteui: SDN, network Fabric, NaaS/E




Challenges

e Implementation Complexity
e Network segmentation

e Access control policies

e User & device onboarding

e Slow issue resolution.



Cisco Digital Network Architecture (DNA)

DNA Software Capabilities

‘ Cloud Service Management

-m- Automation Analytics .'l

Virtualization

DNA-Ready Physical and Virtual Infrastructure
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Nnewn, 3anoxeHHble B Cisco DNA

JTio6oe noBTOpPSiEMOE N XOPOLUO ONUCaHHOE AEeNCTBNE MOXHO
aBTOMaTU3UpPOBaTb.

ABTOMaTM3aUUA Ha CeTU npegnornaraeTt npespaLleHne ceTn B eOnNHbIN
opraHusam (abcTpakuyus).

B npoeane aBtomatnsauusi — nporpammHo yrnpasnsemasi (SDN).

Jlro6as aBTOMaTU3aLmAa TpebyeT oOpaTHOM CBA3U (aHANUTUKA).

mesa rotoByto aHanMTUKy eCcTb CMbIC €€ nepencnosnb3osatb (b,
nnaHMpoBaHue, paboTa C KnneHTamum u Tn.).

BupTyanunsauumsa ceTeBbIX (pyHKLUN OAET BO3MOXHOCTb pa3BopaymBaThb
cepBuCbI No TpeboBaHuto (Enterprise NfV).

NMoTpebneHue ceTeBbLIX YCNyr B naeare AOMMKHO ObITb «KaK U3 obnaka»
(cepBUCHbIN nopTan).

Be3onacHocTb AomkHa ObITb y4TeHa Be3ge oT A o fl.



Cisco Is rewriting the network playbook

Traditional network The Network. Intuitive.

Hardware centric Software driven
Automated

Built-in security

Powered by Cisco
DNA™

Network data Business insights




A Platform Approach:

Differentiated and based on Software

Analytics &
Assurance

&

Security &
Compliance

CCCCC



Intent-based network for

WAN

Optimize and secure
application performance
over any connection

to the cloud.

AcCCess

Segment your network and
secure user access from
the edge to the cloud

INTENT

ateat] e,
CISCO

LEARNING

O

SECURITY

CONTEXT

Cloud Edge

Securely connect and
protect workloads moving
into the cloud and
between clouds.

Data Center
Run any traditional or
cloud native application
across any environment



HanGonee nonesHbie cLeHapun I
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CueHapum ncnornb3oBaHus Cisco n Business Impact

BesonacHocTb

- Poneson goctyn k cetn (Network Access Control).

- CermeHTauma cet (MUKpPO- U Makpo-) B 3aBUCUMOCTU OT POJSIN.

- [MonHaga nuterpauyms Cisco cetn n Cisco 6esonacHocTn + eco-partners.

MoHuTOPUHI

- [MpoABUHTYTLIM MOHUTOPUHI arpernpoBaHHon ceteBon ctatucTukn (NetFlow)
C MaLNHHBbIM 0By4YEeHMEM N MHOXECTBOM FOTOBbIX LLABOHOB.

- O6HapyxeHne malware B WUIMGPOBAHHOM TpadomKe.

- Network Data Platform kak yacTtb Cisco DNA Center.

ABTOMaTM3auua

- [lpocTtoTa BHeapeHusa cetn nobdoro macwTtaba
- MHoromepHble MHCTPYMeHTbI (network, user, app, compliance) TpabnwyTuHra
- Business insights




CueHapum ncnornb3oBaHus Cisco n Business Impact
#1

Case / issue:
o COTPYAHMKM XAYT ouepeamn ANa nepexosa Mexay KomaHgamu, notomy 4to Helpdesk neperpyeH 3anpocamu

Root cause:

e Tekywme cnuckm goctyna (ACL) npusAasaHbl K IP-agpecaunn

e KaxAabli CanT — CBOM YHMKaNbHbIM IP-pool, konnyectso ceTeit — myabTUnNAMKaTOp noanuTuk goctyna (ACL)
[45 rpynn coTpyaHukoB] X [20 caiitos] = 900 pasHbix ACL (!!!)

A

Solution: Group Policy based
e [epexoa Ha SGT AacT BO3MOXKHOCTb UMmeTb Bcero 45 ACL (no oagHoM ans rpynnbl) segmentation

*  BO3MOHO YaCTMYHOE U/UNK CTaANNHOE BHEAPEHWUE C COXPaHEeHMEM TeKyLel napagmrmbl ¢ ACL
e BO3MOMHbI rMBpPUAHbIE CXEMbI CO CTAPbIM U CTOPOHHUM 0B0pyAOBaHMEM (€CTb OFPaHMYEHUA U HIOAHCbI)

Business impact: HIGH

. AgilelT | _,? ,,-l
e [loBbllweHne 0bLLero yposHa MHGOPMaLIMOHHOM be3onacHoCTH & 47
e [onHasa HabnAaEMOCTb CETEBbIX B3aMMOAENCTBUIN, NPOCTOTa NOAAEPHKKN U ayamTa — J}
e OpHO3HaYyHO onpeaenéHHas NoAMTMKa besonacHoCTH . .
Decoupling policy from

subnet

© 2015 Cisco and/or its affiliates. All rights reserved.




ISE obecneyrBaeT cermMmeHTaLUIO CETU

[na nobbix
nornb3oBaTeneun u
YCTPOUCTB

B kauecTBe MHCTPYMeEHTaA

MOryT ObITb JIl0Oble
ceTeBble YyCTpOMUCTBA
(hanepsonsil,
KOMMYTaTopbl,

MapLupyTtusatopbl, WIFI...)

CermeHTauua

SGT_Guest SGT_Building SGT_Employee
®
° Management ® o jmig [ =,
s L .
Employee 1 Employee 2 Employee 3
Guest 1 een
" ®
@ = oot %:
N «b

Employee 4
S I oy

=)o
7

Guest 4

Temperature
Device 2

I
S
IN)

SGT_Printers




Security Group Access Control Lists

Destination Group

Egress Policy Matrix ;
User-A User-B Server-X Server-Y |
| User-A SGACL-A

e e
o User-B - SGACL-B | ' .
O e i SGACL-B i
8 ServerX | | SGACL-X permit tcp src dst eq 110
e ' - permit tcp src dst eq 143
@i  ServerY SGACL-Y permit tcp src dst eq 25 |

- permit tcp src dst eq 465
permit tcp src dst eq 585
permit tcp src dst eq 993
permit tcp src dst eqg 995
deny all Tog i

N
Source Group Substitution ----- A P
Destination Group Substitution ------ /
Service Port ====- ’

© 2015 Cisco and/or its affiliates. All rights reserved.




CueHapum ncnornb3oBaHus Cisco n Business Impact
#2

Case / issue:
HeobxoaMmo 6bICTPO (MOYTM MIHOBEHHO) M3MEHUTb NPaBa A0CTyNa Mo BCei CeTn, Hanpumep B clydae BUPYCHOM 3MMAEMUN, HO
B TEKYLLMX peanimax 3T0 HEBO3MOXHO, TaK KaK TpebyeT uameHeHua mHoskectsa ACL

Root cause:

e Tekywume cnucku goctyna (ACL) npmsasaHbl K IP-agpecaunn

e Kaxabli caiiT — CBOI YHUKanbHbIN IP-pool

* HeTt eanHoOM, NOAHOCTbIO AETEPMUHUPOBAHHOM, MaTPULLbl A4OCTYNa

Solution:

* TMonntukm pgoctyna no SGT npmeA3aHbl K eanHon (1) maTpuue AocTyna mexagy rpynnamum

e DefCon nogxoa npeaycMaTpUBaET, YTO TaKUX KEAMHbIX MATPULL» AOCTYMNa MOXET 6bITb HECKO/IbKO — KaXKaan A/1a CBOero c/yyas.
* [lepeKknoyeHne Mexay MaTpuLamMm A0CTyNa K MUPHOTO BPEMEHU» U «COCTOAHWUA BOMHbI» NPAaKTUYECKM MTHOBEHHOE

*  WHTerpaums ¢ ako-napTHépamm no pxGrid (McAfee, Splunk etc.)

Business impact: HIGH

* YMeHblUeHue BanaHUA bpelueit Ub (MMHMMKM3aUMA OXBaTa NOParKeHUA B pesysibTaTe peanmsaumm yrpos UB)
e Business continuity (B03M0OHOCTb M30/1MpoBaTb LOB NpuioXKeHMA OT UCTOYHUKOB Yrpos3)

e CKOpOCTb peasinsaLmnm sKCTPEHHOM peakuum [nepexoq Ha «MnaH b» 3a cunTaHHbIE MUHYTbI]

© 2015 Cisco and/or its affiliates. All rights reserved.



CermeHTauua

[MonuTtrkmn 6e30nacHOCTM C Y4ETOM YPOBHS! Yrpo3bl

Local policy sets for high-risk locations,

Global DEFCON Use Case ° ) - )
compliance-critical environments

1. London DCs 5. NY Data Centers
I= | |
: e @
2. High Risk Sites #8 4 Development

@ 3 PCl Zones |OC3€@S

o omm
= ufill

Policies Policies

Lﬁﬂ

DEFCON (ab66peBuatypa, aHr/1. DEFense readiness CONdition — roTOBHOCTb
060pPOHbI) — LWWKasa FOTOBHOCTU BOOPVKEHHbIX chu CoeanHerHbix LTaTtos
Amepnrm. CTaHAapPTHBLIN NpoToKon B MnpHoe Bpema — DEFCON 5. DEFCON 1
COOTBETCTBYET OXUAAHUNIO HEMEAEHHOW NOHOMACILUTAaOHOM aTaku



https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%92%D0%BE%D0%BE%D1%80%D1%83%D0%B6%D1%91%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D0%B8%D0%BB%D1%8B_%D0%A1%D0%A8%D0%90
https://ru.wikipedia.org/wiki/%D0%A1%D0%A8%D0%90

CermeHTauua

[Nonutukn DefCon ona cetu

Multiple levels of
policy sets

Applied globally
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CueHapum ncnornb3oBaHus Cisco n Business Impact
#3

Case / issue:
HeobxoaMMOo 6bICTPO M aBTOMATUYECKMN M30MPOBaTh 3apaXKEHHbIX Nob3oBaTenei (Hanpumep, NPy BbiABAEHUN 0BPaLLEHMA K
KOMaHAHbIM LeHTpam 60oT-HeToB)

Root cause:

* [lpoayKTtbl b 1 KOHTPOANb CETEBOrO A0CTYMNa He CBA3aHbI

* MHOecTBO KNMeHToB 6e3 Kakux nbo areHToB Ha OC (BupTyanku, BYOD, *nix OS)
e MHOEeCTBO K/IMEHTOB CETU He B AOMeHE (BMpTyanku, BYOD, *nix OS)

Solution:

e ABTOMaTM3aLMA B3aMMOAENCTBUA MHCTPYMeEHTOB UB 1 cuctem KoHTpons goctyna K cetu (RTC)
e Peakuusa Ha cobbiTua oT npoayKktos UB Cisco (AMP, StealthWatch, FirePower)

*  WHTerpaums c ako-napTHépamu no pxGrid (McAfee, Splunk u mHorue gpyrue.)

Business impact: HIGH

*  YMmeHblueHue BAnAHUA bpewein b (MMHMMM3aLMA OXBaTa NOPAXKEHUA A0 €ANHUYHOIO XOCTa)
* Business continuity (ToueuHasa nsonauma/KapaHTuH)

* He TpebyeT BMeLwaTeNnbCTBa agMmMHUCTpaTopa (24X7)

* JlononHWUTEeNbHAA LLEHHOCTb OT YXKe KyNaeHHbIX NpoayKToB b 1 MOHUTOPUHTA

© 2015 Cisco and/or its affiliates. All rights reserved.




BbicTpoe

O6beanHsaeM Bce BMecTe Rapid Threat — EENERENE
Containment (RTC)

Protect critical data, by stopping attacks faster, based on real-time threat intelligence

Sensor
For "DF - AMP/
Internet Internet
Monetize theft TrustSec - NGIPS/
segmentation - StealthWatch

Data exfiltration

Problem

Quarantine
(over PxGrid)

Infectlon spread /
\ I' ISE

&\\\\\\\\\\\\\\\\\\\\“\\\\\\\\\\\\\\Q R T T T TS

Initial compromise 100 — 200 days Detection Initial compromise Minutes Containment
Time To Detection (TTD): 100-200 days - http://bit.ly/cisco-asr-2016

]
CIsco


http://bit.ly/cisco-asr-2016

CueHapum ncnornb3oBaHus Cisco n Business Impact
#4

Case / issue:
* B ceTu MHOMeCTBO WNPPOBAHHOTo TpadurKa M ero AoNs PacTéT U3 roaa B rog,
* 370 cnenas 30Ha A8 BCeX NPOAYKTOB 6e30nacHoCTH

Encrypted Traffic
Root cause: Analytics
* Malware 3a4acTyto Mcnosb3yeT WndposaHHble KOMMYHUKaLMn (SSL/TLS).
* be3 pacwndposKkM TpadurKa NoHATbL malware nam He-malware TpaduK B TEKYLLMX PeaNnsAX HET BOSMOXKHOCTH
* [loctaBuTb areHTckoe MO (4To6bl yBMAETb TPAadUK A0 WKdPOoBaAHUA) HA Kaxablit xocT (VMs, BYOD) HeT BO3MOXKHOCTHU
* SSL offload aapecyeT TonbKO YacTb TpadmKa (MHoro SSL/TLS wndposaHua, Tpadmk malware)

Solution:

¢ [lepexoa Ha cBUYM, KOTOpbie MmoryT aKkcrnopTpoBaTb NetFlow B Stealthwatch

* [lepexopn Ha cBMuM ¢ noagaepkoi ETA (He Bce NetFlow ycTpoincTtea noaaep»kusatot ETA)
* YnpaBneHue aBToMaTU4eCKOM peakumen Yyepes ISE - Rapid Threat Containment (RTC)

Business impact: HIGH

e BecKk/MeHTCKas 3awuTa cetm

* TonHasa HabngaemocTb Bcex ceTeBbix endpoint (BUPTyanoK, ycTpoicTs 3a xabamu 1 Tn)

¢ OnepaunoHHasa 3¢PeKTUBHOCTb (HET HEOBXOAMMOCTU 3aCTaBNATb NONb30BATENEN BBOAUTb BUPTYA/IKM B IOMEH U/IU BPYYHYHO
CTaBuTb areHTckoe M0)

e O6HapyeHne malware Tam, rae paHblle ero Hesb3s 6bl10 06HapyKUTb € 3¢ PeKTBHOCTLIO 6on1ee 99% (!!) u false positive <0.1%

d/or its affiliates. All rights reserved.




Hape)kHoro nepMmeTpa y»xe HeaoCTaTouHO

Perimeter Security
ineffective

Email attachment
DDoS Attack /

/ . Data Exfiltration

Phishing ‘

Email Link / Malware on

\
7/
', Personal device

Social Media Site with Malware

Botnet creation /
Privilege Escalation

Initial Compromlse

\a/Malware Propagation




O630p cuctembl StealthWatch

CeteBble
yCTPOMCTBa

NetFlow / NBAR / NSEL

_@» 5 @ ‘I‘eHepau,Mﬂ Netflow v
SPAN 4
e C6op u aHanms

StealthWatch StealthWatch
‘ e 1o 4000 MCTOYHMKOB
FlowSensor FlowCollector . J1o 240,000 NOTOKOB B CEK

StealthWatch e YnpaBneHMWe 1 OTYETHOCTb
Management *  [o 25 FlowCollector

—_— — Console e Jlo 6 MNIH NOTOKOB B CEK

He-Netflow ycTpoitctBo

isco and/or its affiliates. All rights reserved.



UTto noseonsiet obHapyxmneatb NetFlow?

A CKaHUpoOBaHue cetu A O6Hapy»KeHue 60THeTOB

CkaHuposaHue TCP, UDP, NopToB N0 MHOXECTBY y3/10B Koraa BHyTpeHHwWii y3en obuwaetca ¢ BHewHum cepsepom C&C
B TEYEHUeE A/IMTENbHOTO NepUoaa BpemMeHU

A Otkas B 06cnykusaHum A dparmeHTUPOBAHHbIE aTaKU
SYN Half Open; ICMP/UDP/Port Flood Y3en otnpasnser HeobbluHbIii GpParmeHTUPOBaHHbIN TPaduK
A N3meHeHMe penytaunun y3ia PacnpOCTpaHeHMe '-IepBeVI
MoTeHUMaNbHO CKOMNPOMETUPOBAHHbIE BHYTPEHHUE Y3/bl UAU NHGULMPOBaHHDII y3en CKaHMPYET CeTb U COeAMHAECTCA C Y31aMM MO CeTH;
NoNy4YeHMe HEHOPMA/ILHOTO CKaHa MW UHbIE AaHOMANNK APYrye y31bl HAYUNHAIOT NOBTOPATb 3T AeiCTBUA

A YTeuKku gaHHbIX

Bonblwoii 06vem ucxoasawero Tpadpuka VS. AHEBHOM KBOTbI

© 2015 Cisco and/or its affiliates. All rights reserved.




How do we inspect encrypted traffic?

Initial Data Packet

Who’'s who of the Internet’s Make the most of the Identify the content type
dark side unencrypted fields through the size and timing
of packets
TLS Header @ @
TLS version
SNI (Server Name)
-4 Ciphersuites
T G e
Z| 2| | Conficate ;
g o : Organization :
] % | lsster ‘ Cc2 Message
éﬁf:s Data Exfiltration

Broad behavioral information
about the servers on the
Internet.

r——————————>
Initial Data Packet

Self-Signed Certificate

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public
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=
Encrypted Traffic Analytics

Network Sensors

NetFlow
......................... >
.......................)
Telemetry for
Encrypted Enhanced
Malware Detection NetFlow
and
Crypto Compliance
......................... > Stealthwatch «ccccoeeeeeeeceeecce>
Flow
Collector(s)



https://cognitive.cisco.com/

Sequence of Packet Lengths and Times (SPLT)

DI

Iol'_’l-—q

Flow Time
Start

\

Malware Behavior | Network Behavior

Communication with command Sequence of packet lengths
control server

Write to the disk Time interval between packet

30



Initial Data Packet

Clien : Client: | support crypto

ServerHello/Certifi 1 Server: | support that crypto,

|

TLS Header
TLS version
SNI (Server Name)

Ciphersuites
Certificate
Organization

JopesH d|
19pesH d01

Issuer

Issued

Expires

-

Initial Data Packet(s)

VverHelloDone

Finished

er/Finished

I and I'm me
|

|
ICIientKetExchange cherspecs | Client: Take this secret and let’s
: 1 encrypt

I Server: Your secret looks good,
let’s encrypt

Client/Server: encrypted data

1 Application Data

TLS field (in
ClientHello)

Inference

Offered Cyphersuites

Extensions

Browsers prefer heavy weight and
more secure encryption
algorithms,

Mobile applications prefer

efficient encryption

31



Google Search

Initial Page Load
Page Refresh

Autocomplete

Bestafera

dst

Data Exfiltration

Self-Signed Certificate

C2 Message




Passutune peweHuna Cisco «CeTb Kak CeHcop»
O6HapyrkeHune BpeaoHocHoro MO B 3awmndppoBaHHOM Tpaduke

ISE
(Identity Services Engine) EnCrypted
ABsTOMaTMYeCKas : ]
uaonAAS Yrposs Traffic Analytics
/'/ - O6HapyeHue 0
NetFlow ¢ MaLuvHHoe BPEOOHOCOB B 99 A)
pacLUMpeHHoM obyyeHue LIMPPOBAHHOM
TenemeTpuen

Tpaduke TOYHOCTb
obHapykeHus yrpo3*

0.01%

NOXHbIX
cpabaTbiBaHU*

Ha CKOpOCTK
nopta

KommyTtatop
Catalyst 9K

*Source : ldentifying Encrypted Malware
Traffic with Contextual Flow Data, Oct 2016

Cognitive Analytics



http://dl.acm.org/citation.cfm?id=2996768

JKckno3mBHaga nogaepkka ETA Ha Catalyst 9K

CneunannsnpoBaHHasa TefieMeTpus

= Netflow Data: SrclP, DstlIP, SrcPort, DstPort, Proto, #Bytes, #Packets

TLS Metadata: Extensions, Ciphersuites, SNI, Certificate Strings, ...

OcHoBHaA 3aga4a BTopuyHana 3agava

Ayﬂ,I/IT MCMNOoJrib30BaHNA

KpunTtorpadgum

= Intraflow Data: Sequence of Packet Lengths & Times (SPLT), Byte Distribution, ...




CueHapum ncnornb3oBaHus Cisco n Business Impact
#5

Case / issue:
*  Pa3paboTymKmM MCNONb3YIOT BUPTYa/ibHble MAlWKMHbI HA nanTonax. HeobxogmMmo pasaenvtsb 4ocTyn kopnopatmusHoi OC m
BMpYyTasike (KOTOpas He B AOMeHe 1 6e3 areHTa Ub)

Root cause:

e 802.1x kKnaccuyecku nogpasymenaet VLAN per port (TouHee data VLAN u voice VLAN)
* [lopT NogKNO4eHUA NONb30BaTeNEel HEe TPAHKOBbIM

* PaHblie He 6b110 BO3MoXKHOCTK BblaennTtb VLAN Ha MAC

Solution:
e [epexoa Ha cBunuM c nogaepkkoi VLAN per MAC )
* YnpasneHue NONUTUKOM Yyepes ISE Segmentation

VLAN per MAC

Business impact: HIGH

* bBecknAneHTCKas 3awmTa cetTm

e [lonHasa HabnogaemocTb Bcex ceTeBbix endpoint (BUPTYanoK, yCTPOMUCTB 3a xabamu 1 Tn)

¢ OnepaunoHHasa 3¢PeKTUBHOCTb (HET HEOBXOAMMOCTU 3aCTaBAATb MNO/Ib30BATENEN BBOAUTb BUPTYA/IKM B IOMEH WU
BPYYHYIO CTaBUTb areHTckoe M0)

© 2015 Cisco and/or its affiliates. All rights reserved.




Per MAC per VLAN Assignment

“MAC based VLANs”

Before Cat3850 / Cat3650: One port, one VLAN per
access port (1:1)

Exception: Voice (one Data Device untagged, one Voice
Device tagged w/ VVLAN)

Later: Allowing VLAN assignment on multi-
authentication ports, but first device ‘rules’ the port.
Not a trunk! ‘.

Now with Catalyst 2960X, 3850 & 3650: Each session 61/0/1
can have individual VLAN assigned \ H
e 2960X - 15.2(2)E u

e C3850 - 03.03.00SE E‘m'm S 3
WS-C3850 oo

e C3650 - 03.03.00SE

170 WIRED-GUEST active Gil/0/1
And now it is available on Catalyst 9k




CueHapum ncnornb3oBaHus Cisco n Business Impact
#6

Case / issue:
* ObecneunTb 3aWmTy TpadmKa (KOHGUAEHLMANBHOCTL), KOTOPbIN NPOXOAUT NO ONTUKE MO HeA0BEPEHHON TepUTOPUN,
Hanpumep, MeXxay 34aHUAMU 1 STaXKaMu 34aHNIA

Root cause:

e Heobxoaumo obecneunts WndpoBaHmne TpaduKa

e llndposaHue cpeactsamu VPN (IPSec) soporo, He NPoOM3BOANTENIbHO U C/IOXKHO B NMOAAEPIKKE

* VPN TexHo/IorMm MMeoT LeNbll pad orpaHuYeHni (Hanpumep, HeNPO3pPaYyHoOCTb A/1A CeTeBOro TpadumKa)

Solution:
e [lepexoa Ha cBUYM c noaaepkoi MACSec Ha Bcex nopTax
e [lpuMeHeHMe Npo3padvHoro WndpoBaHMa wire speed ¢ NoAAePKKON COBPEMEHHbIX MPOTOKON0B WndposaHus (AES-256)

Business impact: VIEDIUM
* 3awmTa KOHPUAEHLMANBHOCTM KOPNOPATUBHbIX AAHHbIX
e 3awmTa AaHHbIX 3aKa3YMKOB (MMHMMM3ALMA BOSMOXKHOCTEM YTEYKN AaHHbIX Yepes CbEM C U3rMbOB ONTUKMK)

e [lpocToTa NCMONb30BAHUA U NOALEPHKKN

MACSE
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CueHapum ncnornb3oBaHus Cisco n Business Impact
#7

Case / issue:
*  CKOpOCTb OTKPbITUA HOBOrO opuca — HeJenu, Tak Kak Tpebyetca HacTpolika 06opyaoBaHUA
* BusHec xo4eT OTKpbIBaTb 0dUChI N0 TPeOBOBaHMIO, KAK MOXHO bBbicTpee

Root cause:

e HacTpoitka 060pyaoaBHUA Ha KaxKA0M caliTe — pyTUHHbIN NpoLecc, TpebyLluin BpeMeHu

e TpebyeTca npuBneYEHUE BbICOKOKBANNDULMPOBAHHbBIX CMELMaNNCTOB, 3aHATLIX APYroi paboToi (nhaHMpoBaHue)
¢ Kpome npoctoro connectivity TpebyeTtca HacTpolika NpoaBUHYTbIX GYHKUMI (6e3onacHoCTb, cermeHTaumsa, QoS)

e Knaccuyeckuii (He SDN) noaxoa He cnocobeH obecneuymTb TakoM CKOPOCTU

Solution:
e [lepexoa Ha cBmum c SDA
e [lepexog Ha SDA no mepe HeobxoAMMOCTM (NEPCNEKTMBA, HE YYTEHO B NPEA/IOXKEeHUU, HO 0bopyaoBaHuMe roToso K SDA)

Business impact: HIGH (nepcnektusHo)

* AgilelT

* [lepcneKTuBHble TeXHONOTMM obecneymBatoLLMe NONHbIN XU3HEHHbIM UMK ceTu: Design, Policy, Provisioning, Assurance
e OnepauunoHHan 3¢ PeKTUBHOCTb

e CraHgapTM3auma NoAxoa0B K Pa3BUTUIO CETU

*  BO3MOMHOCTb MEHATb AM3aliH ceTh No TpeboBaHUIO BHEWHUX NnpunoxeHui (Software Defined Network)

e [loBblleHNe YypOBHA NHGOPMALIMOHHOM be3onacHoCTH
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SD Access Use Cases

1. Security and segmentation

2. User mobility

5. Monitoring and troubleshooting

7. Branch integration

TIIr
CCCCC



SD Access. Cobupaem BcE BMecCTe

DNA Center (appliance)

Design + Policy + Provision + Assurance

Cisco ISE (appliance / VM)

YnpaBneHne nonutukamu goctyna

Support
Solution support (CON-SSSNT)

CeTeBoe obopynoBaHue ana cpabpukn (Catalyst 9k)
Mopaepxka: nw fabric, VRF, VXLAN, SGT, LISP




Kak CHU3NTb CTOMMOCTb BriageHmnsa SDA?




CueHapum ncnornb3oBaHus Cisco n Business Impact
#8

Case / issue:
* Heobxoaumo noHumaHue TpaduKa yposHa npunoxkeHnii (Application Visibility)
¢ Heob6xoMmo NpUopuTM3IMPOBaTb TPAMK BU3HEC KPUTUYECKMX NPUNOKEHUI N HAacTPOoUTb BanaHc Ana paboTbl OCTalbHbIX

Root cause:

*  MHOXeCTBO NPUNOXKEHMN NCNONBL3YIOT 0bLLME NPOTOKObI Kak TpaHcnopT (HTTP), “IP_addr:port” He onpeaenaeT npunoxeHue
NG-FW, KoTopble MOryT pacno3HaBaTb TPAaPUK NPUIOKEHNIN, 0BbIYHO CTOAT Ha NePUMETPE CETU

e MapuwpyTtusatopsl Cisco (AVC), KoTopble MOHMMAIOT TPAaUK NPUNONKEHUI, CTOAT HA FPAHULE CETU

e dakTnuecku cpeacTs HaboaeHUA TpadUKa NPUIOKEHUI U yripaBaeHMA TPaPUKOM NPUNONKEHWNI BHYTPU CETU PaHblLe He XBaTaso.

Solution:

e Cisco Application Visibility and Control

e (O6paboTka ceTeBOro TpadPurKa ¢ NOHMMaAHUEM MPUNOKEHUN N X 0COBEHHOCTEN

*  BO3MOMHOCTb CTPOWUTb CUCTEMbI MOHUTOPUHIA CETU M 6e30MNacHOCTM C NOHMMaHWeM Tpaduka npunoxkeni (Flexible NetFlow)

Business impact: HIGH (nepcnekTusHo)

e Business Continuity. MNoHMMaHWe paboTocnocobHOCTN BU3HEC-KPUTUYECKUX MPUNOKEHUN.
* BuM3Hec peneBaHTHOCTb CETEBbIX AaHHbIX

e OnepaunoHHan 3¢ PeKTUBHOCTb
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CueHapum ncnornb3oBaHus Cisco n Business Impact

#9

Case / issue:

HeobxoanMmo nmeTtb Hag€KHyo NAaTGopMy C ANUTENbHBIM LUKIOM }KU3HU U NEPCNEKTUBON Pa3BUTUA
MHoKecTBO NoTeHUManbHbIX TpebosaHwuii: Smart Lightning, Smart Building, 10T, Wi-Fi next-gen.

Root cause:

MnaHupyna ceTb Kak naaTtpopmy ans busHeca Ha 5-7 net Taxkeno npeayragatb TpeboBaHMA 6U3Heca

MoBcemecTHan aBTOMAaTM3aUMA U NpopbIB B TpeHae |oT (MHTepHeT BeLen)

lpomagHbIN noTeHUMan TexHonormin Smart Building ¢ npeackasyembim ROI

PocT notpebneHuns nutaHmns no sutoi nape (PoE), HoBble cTaHaapToB Wi-Fi n noABneHMe BCE HOBbIX «YMHbIX» YCTPOMUCTB

Solution:

HoBasa nnMHelrika KOMMYTaTOPOB C MCNONb30BaHWEM NPOBEPEHHON N OT/IAXKEHHOWN apXMUTEKTYPbI + CPeACcTBa aBTOMaTU3aLLMK
Mporpamupyemsbie ASIC — BO3SMOMXKHOCTb AOMNUCbIBaTb annapaTHY NogaepXKy HOBbIX PYHKLMA «HA NeTy»

AnnapaTtHas rotoBHocTb K 60-100BT/nopt (UPOE) 1 HOBbIM CKOpOCTAIM No BUTOM nape mGig (1G —> 2.5G —> 5G —> 10G —> 25G)
MNoaaeprkka loT ctaHaapToB (CoAP, CoAP Proxi, Containers n npo4mx)

Moanncka Ha GyHKLMOHAN Kak cnocob nonyyeHna MHHOBALUIM BO BPEMSA KU3HU CETU

Business impact: MIEDIUM (nepcnektusHo - HIGH)

Investment protection. lNepeuncnonb3oBaHne ceTeBOro 060pyA0BaHNS B NEPCNEKTUBHbIX CLeHapuAx oT bezonacHocTh Ao Smart XX.
[OTOBHOCTb K KOHLEeNuun «odpuc byayuiero» ans Hyxa éusHeca, UT, Ub, ®usb, HR.
Ongoing access to innovation. [0OTOBHOCTb K HOBbIM CTaHAAPTAM U TEXHONOIMAM, BOSMOXHOCTb NOJly4EHUSA MHHOBALUMI MO NOANMUCKE.
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CeTb rotoBasi K UHHOBaLUAM

More Agile & Flexible

ST B -

cloudready

v True SDN with Software Defined Access
v" Programmable & Flexible Hardware & Software

More Secure

a7 e

v Encrypted Malware detection/mitigation,
Distributed FW Scale
v" Host Best of the Breed Security Apps

TN
CISCO

More Power
A IaT Digital Lighting Deskiop Compuite

POS Digital loT Access  Lights
Signage ~ Point

More Density

v' 48 x mGig Ports — Hardware Leadership; Deployment Flexibility

5G/25G transition ' B o gl ?

@®®MEIE

v Faster wireless standard needs larger backhaul pipe

Cisco Catalyst 9300/9400 offer UPoE (and support for upcoming powering standard .3bt) &

Offers all ports with mGig capabilities to support future data hungry devices



BusHec npemmylecta pelueHus Cisco

v Investment Protection. MpocTota Murpauum ¢ cyuiectytolein CiSCo CETM C COXpaHEHNEM MPEEMCTBEHHOCTU
KOHUrypaumii 1 napagurMbl ynpasneHus.

Time to Market. YckopeHue nepemMeLLeHns COTPYAHMKOB MeXay KoMmaHaamm 3a cHeT ucnonb3oBaHus Cisco TrustSec (SGT).
Security. 3HaunMTenbHOE NOBbILWEHN NHOPMaLMOHHOM 6e3onacHoCTU. 3almTa aHHbIX Ha ckopocTu nopta (MACSec).

v
v
v Human Factor Mitigation. YmMeHbLUeHNe BNUSHUS YernoBevecKkoro paktopa Ha coctosiHue Mb.
v' Compliance. NpocToTa NPOXOXXAEHUSA BHYTPEHHMX U BHELLHUX ayaNTOB.

v

Business Continuity. bnunakas Kk MrHOBEHHOM aBTOMaTM3MpoBaHHast n3onsauna nHunaeHtToBs Ub B pexnme 24/7 6e3
OCTaHOBKM BCEWN CEeTW.

v IT Agility. BeicTpoe nameHenne cetu nog TpeboBaHusi busHeca.

v/ Access to Innovations. Bo3aMoXXHOCTb 3anycka HOBbIX TEXHOMOMIA 1 CETEBbLIX CepBUCOB, BkMtoyast ETA, SD Access, mGig,
UPOE, RTC.

v Operational Efficiency. Het Hy)HO 3acTaBnaTb nonb3oBaTenen BBOAUTb TecToBble VMS B AIOMEH unn TpeboBaTb
ycTaHasnuearb Ha HUX areHTckoe 10

v Financial Impact. CokpalleHne onepaunoHHbIx 3aTtpaT Ha 80% 1 OONONHUTENbHOE COKPaLLleHe onepaUnoHHbIX N3aepXKek
Ha 61%** nocne nepexoaga Ha SD Access

** SD — Access Overview and TCO Analysis. White Paper — goctynHo no NDA

© 2015 Cisco and/or its affiliates. All rights reserved.



Digital Network Architecture — What's New
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