atfran]e
CISCO

KomMnnekcHas
0e30MnacHoOCTb B
MHppacTpyktype DNA

Omuntpnn Kasakos
CuctemHbIn NHXEHEeP-KOHCYJIbTaHT

CCIE Security, CISSP, CEH



besonacHocTun HY>KHa BUOAUMOCTb KOHTEKCTA U KOHTPOIJ1b

_ PaspelieHHbI Tpaduk

3anpeLleHHbIn Tpaduk

CoTpyaHuk
MocTaBLwmk \ 7 CepBep
YeTkoe noHMMaHme noTokoB
Tpapurka ¢ KOHTEKCTOM
[MpoLue co3pgaBaTh N NPUMEHATH Dabpuka
KapaHTuH . CermeHt
MONMUTUKN OCHOBAHHbIE Ha N BLICOKOTO PUCKa
KOHTEKCTe "

Obwwnn

— MHTepHeT
Cepsep 0
TNIalr

cISCO CoTpyaHuk



BE3OINACHOCTb

AOCTVYIIA

lNporiycmums
paspeweHHoe u
asmopu3ogeaHHoe

TNIalr
CISCO

POJIEBAA
CErMEHTALNA

Jlocuyeckasi
ceameHmauusi, ¢
ucriofib308aHUEM
OuHamu4yeckKko20
KOHMpPOJIS y2po3

KOHTPOIb
KOHTEHTA

KoHmporib
paspeweHHo20
KOHMeHma

NMOBELEHUYECKW
AHANN3

HHcnekyusi u aHanus
Oeucmeul riocrie
paspeweHust
oocmyna




Hy>XXHO Ha4vaThb C
perieBaHTHbIX PUCKOB,
Yyrpo3 un TpeboBaHUi
NONINTUK ...

TNIalr
CISCO



.../ 3alLINTUTBCA OT HUX.

TNIalr
CISCO



Yrpoa3bl

TNIalr
CISCO

3oMbu DDoS MmnepcoHanmsauusa

PaspyLweHue TposiHbI

LLnuoHax

Command Zero BHeapeHune BHeapeHue cepsuca
& Control Days

BbiBOA AaHHbIX LLnnoHckoe MO Bupychl C6op AaHHbIX



m DEVICE NETWORK APPLICATION

0y User Device Wired Wireless Analysis Cloud Application
Q
£ =
=] Employees, Client Network Wireless Public WWAN Public/Hybrid Application
(75} Third Parties, Connection Cloud
X Customers and
b Administrators

Q @

£ <

< Voice

Video
y -’
) & = jmv) @ a
Identity Client-Based Firewall Wireless Rogue Anti-Malware Web Security Cloud Security Server-Based

= Security Detection Security
=

Q

3 - ") N oz =m

Posture Intrusion Wireless Intrusion Threat Virtual Private
Assessment Prevention Prevention System Intelligence Netwaork (VPN)

»

Flow Analytics



Secure Email

CEQO sending
email to
Shareholders

Guest
browsing

Secure Web

Employee
browsing

Subject Matter
Expert

Secure Third Partid

Building
Controls

Campus Architecture

DEVICES NETWORK
v v

Corporate
Device

Wireless Wirgless.
Guest Access Point

Corporate Switch
Device

Employee
Phone

Firepower Appliance

Environmental
Controls

BUILDING BLOCK

Core Switch

CORE BLOCK

APPLICATIONS

Guest Wireless

Shareholder receiving
email from CEQ

Comparative
Shopping Website
e

Firepower
Appliance

Blade Server

Switch Wholesaler Website

Remote Colleague

Third-party Technician
accessing logs

Communications
Manager
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Cisco ISE n Anyconnect

CISCO ISE SIEM, MDM, NBA, IPS, IPAM, etc.
|
Cisog ISE ) :
. =
€PBUC KOHTEKCTHbIX MONUTUK
MapTHepckasa Jko-Cucrtema
MO KOHTPOSO AOCTyna B
MONMNTNKA OOCTYMA
NPOBOAHbIX, 6ECNPOBOAHbLIX U
VPN ceTtax ANA XOCTOB OnAa CETU

NMPOBOAH BECIMPOBQ A VPN

Cisco Anyconnect

CynnukaHT ans NpoBOAHOrO,
6ecnposogHoro n VPN
poctyna. CepBuUC BKOYAET:
OLeHKY COOTBETCTBMSA, 3allnTy
oT Malware, Web-
©e3onacHoCTb, BUOMMOCTb
CETU, NMPUITOXKEHNIN U OpYroe..

TNIalr
CISCO 24



Cisco ISE lNpodunnmnpoBaHue

YcTpowicTs ¢ ‘50’ atpubyTtamu
KaKObI MOXHO XpaHUTb

BblcOKOypOBHEBbIE BMOXEHHbLIE
npodpumnu.
+Mepuoamnyeckne obHOBMNEHUS

Mpodounnu MeanLMHCKNX
YCTPOWCTB

TNIalr
CISCO

1)

o @
O
-}

L Cisco CeTb
(0 (ezer—

Feed Service
(Online/Offline)

MAC Address IPv4 Address Username Hostname 1§ Endpoint Profile

x MAC Address IPv4 Address Username Hostname Endpaint Profile

] EB:B1:FC:F5:18:65 10.35.70.248 CISCOVagollabi  AGOLLABI-BV... | WindowsT-Workstation
AC:BC:32:A%FD:81 10.33.249.93 coany CCARTY-M-HZ... | Apple-iDavica

& AC:5F3EDO:T1.75 10.56.129.19 ac5f3ed07175 droid-c7f130... | Android: g
28:CFES1B:ATB7 10.33.245.192 loverbey LOVERBEY-M... | OS_X_EI_Capitan-Work..
18:5E:0F . 7T1:4D:1E 10.32.2.23 CISCOWarnshah  ARNSHAH-J36.. | Microsoft-Workstation

D 10:4A:7D:D5:8D:4C 10.35.68.51 CISCOWbychan ~ BYCHAN-WS03 | Microsoft-Workstation
Cisco ISE

ACTIVE PROBES
DEVICE SENSOR

25




BuanmocTb rpynn n nonb3oBaTenemn

Identity Services Engine ~ Context Visibility + Operations » Policy
Endpoints = Users Network Devices  Application
Employees Guest
DEPARTMENT @ & O  LOCATION @
iocat.. wired: [5.26%]
locat. .ashes: [5.26%) |
Ty Identity Services Engine Home ~ Context Visibility » Operations » Polk
emp Endpoints =~ Users  Network Devices  Application
Authentication @ BYOD Compliance Compromised Endpoints E
—
ENDPOINTS @ [ =04 ENDPOINT]
Type  Profile Oll O Typa:
ather: ||
mabil intel...orate:
| chico. . ftd.:
unknown:
cisco..., Inc: |
= Refresh L .
warkstations: [32.96%] misc: [55.31%] apple, inc.: |
First Narj
td First Man)
Dmitry
Alexey
Hurura S 4+ © @ ANC~  ChangeAuthorization~  Clear Threats & Vulnerabiliies
Bapam MAG Address Anomalous ... IPv4 Address Usemame
X MAC Address Anomalous Be IPv4 Address Usemname
O 00:50:56:A4:68:F8 192.168.99.22 azaluzhn
) 00:0C:29:72:66:87 192.168.99.14 azaluzhn
O 00:50:56:A4:01:02 192.168.99.18 azaluzhn
"1 | I (] l ] Tl 00:0C:29:CCTTICA true 192.168.196.148 dkazakov
C I SC o ) 00:50:56:A4:80:00 192.168.200.6 azaluzhn
a 00:50:56:A4:F0:96 192.168.208.5 azaluzhn

 Context Visibility » Operations » Policy » Administration » Work Centers
Endpoints =~ Users  Network Devices  Application
Authentication @ BYOD Compliance Compromised Endpoints Endpoint Classification Guest Vulnerable Endpoints Hardware
——
MANUFACTURERS @ (%] ENDPOINT UTILIZATIONS @ o
Both  Windows  Mac OSX CPU  Memory Disk
B Devices with over % CPU usage
apple, irc.:[27.27%] _
Bhoen..s I 63.60%]
o of _sinta: [100%]
< Refresh
MAC Address BIOS Manufacturer BIOS Serial Number BIOS Model Attached devices CPU Name
X MAC Address BIOS Manufacturer BIOS Serial Number BIOS Model CPU Name

00:0C:29:CC:7T:CA Phoenix Technologies LTD VMware-56 4d 76 2946 ba Bf 1...  VMware Virtual Platform g

00:22:43:2C:BAAA American Megatrends Inc. 58N 12345678901234567 N10E i2

00:50:56:99:3D:EC Phoenix Technologies LTD VMware-42 1995 7b4ce3 b5 3... VMware Virual Platform 0

00:50:56:99:00:C1 Phoenix Technologies LTD VMware-42 19e18761adedd... VMware Virtual Platform 4

00:50:56:A4:91:38 Phoenix Technologies LTD VMware-42 24 20d026a3d37... VMware Virtual Platfiorm V] Intel(R) Core(TM) (7-6700K CPU @ 4.00GHz

00:50:56:A4:01:02 Phoenix Technologies LTD VMware-42 24 a3f1 7937 dd ce... VMware Virtual Platform 4 Intel(R) Core(TM) I7-6700K CPU @ 4.00GHz

00:FF:08:43:DB:43 Phoenix Technologies LTD VMware-42 24 20d026a3d37... VMware Virtual Platform 0 Intel(R) Core(TM) i7-6700K CPU @ 4.00GHz

TOGTANE Tocanen TR0 FTOTTE e oot USTI ST

win-7-client Ashes ‘Windows7-Workstation VMware, Inc. 0s X "
dkazakov-wm Ashes ‘Windows7-Workstation VMware, Inc. Microsoft Windows Ser... bt 75
lab-pc2 Ashes = Ashe... Windows7-Workstation VMware, Inc. Windows 7 Ultimate 64-bit e
DESKTOP-H...  Ashes~» Ashe... Windows7-Workstation VMware, Inc. FreeBSD 6.2-RELEAS. .. "la
wannacry-pci Ashes= Ashe... Windows7-Workstation VMware, Inc. "l
DESKTOP-VI Location =» All ‘Windows7-Workstation VMware, Inc. Windows 7




A 4YTO C OUEHKOW COCTOAHUA?

[MpoBepuTb 300pOBLE XOCTa

OueHka cocTosAHMSA onpenenseT
YPOBEHb COOTBETCTBMS C NOSIUTUKOM
BesonacHOCTN KOMNaHuUn

OueHka cocTosiHUA npouecc:

AYTEHTUOUKALINA
YCTPOUCTBA/MNOJIb3OBATENA
OueHka: HenssectHo / He CooTBeTtcTByeT ?

KAPAHTUH
OrpanuyenHbin goctyn: VLAN / dACL / SGTs

OLEHKA COCTOAHUA
Mpoeepka Hotfix, AV, Pin 3awwuTa, Jail
broken, v TA.

UCIMNPABJIEHUE
WSUS, 3anyck npunoxeHusi, CKpunThl,
MDM, v TA.

CMEHA ABTOPU3ALIUU
MonHbin poctyn — VLAN / dACL / SGTs.
NI rl '

CIsCO

Qualys Antivirus

Anti Virus Vendors

WHTerpauns
nnatcgopm
Microsoft SCCM
E@ Mobile Device
Management
MDM CepBuCbl

27



KOHTEKCT 3TO BCe

OTcyTcTBUE KOHTEKCTa

IP ADDRESS: 192.168.2.101

‘ HEWN3BECTHO
HEW3BECTHO
-
HEM3BECTHO
HEU3BECTHO
HEM3BECTHO
HEW3BECTHO
AOCTYMN K IP

(IFOBOE YCTPOWCTBO / MONb3OBATENNb)

i
CISCO

SHONSIOIOIE)

BoraTtbin KOHTEKCT
OmuTtpun Kaszakos (COTPYOHWUK)
WINDOWS WORKSTATION

SOAHUE-A-OTAX-13

10:30 AM MSK APR 27

M3BECTHO

BECIMNPOBOAHAA CETb

HET YIrPO3 / YA3BMMOCTEW

PONEBOW OCTYN

A

28



OOMEH KOHTEeKCTOM

o

Kto

D

Yto0

Korpa

<9 &

e

.,))

Kak
OueHka

Yrpossbl

& &«

Ya3BuMoCTH

KoHTekcTt

TNIalr
CISCO

« SYSLOG

e PXGRID

» REST API

Cisco ISE

v

KoHTekcTHbIe aencTBUA

Monutnkn MC3 ocHoBaHHbIE Ha UAEHTUMKaumn,

NocTtyn B o6naka co 3HaHVWeM yrpos,

O6oratntb koHTeKcT (AnAa NMonutukmn [loctyna)
Yrposbl, YpoBeHb ya3BumocTtn, MDM aTpubyThl, Ap

&

.
L1 1]
YnpasneHue -
yrposamu MexceTeBon
’ 3KpaH
y@ IDS/IPS ﬁ @
npasneHvne
yA3BUMOCTAMU Web
BesonacHocTb
@D% ' ' 9
YnpaBneHue OGnaqule ’
noramu cepBuChl |PAM

3KocucTeMHbIe NapTHepSI

MoBeaeH4Yecknin aHanus ¢ y4eTom rpynn/nonb3oBarenen n ap.
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SGT O63op

TpagnunoHHasa cermeHTaums

[v3anH gormkeH NoBTOPATLCA AN STaXeW, 3aaHuin, 0oo1CoB U
Apyrmx o6bekToB. 3atpaTtbl MOryT ObITb AKCTPEMANbHO BbICOKM

YpoBeHb arperauum

VAN DHCP Scope
MapuwpyTtusaums Cratnyeckue ACL

YpoBeHb gocTtyna
e )

r" ) 1
| 1

B y/ 1
~ 1
KapaHTuH 1

n 4
lMonoc n JaHHble PCl  KoHTpakTHuk

BdnpacramoerMe sTzermgaymany VARNN

TNIalr
CISCO



SGT O63op

KoHTponb goctyna nonb3oBatens B LIOL ¢ TrustSec

HesaBucnmo OT Tononorum nnm daepson
MEeCTOPacCnoSIOXKEHUS!, NONNTUKA Lon =
(Security Group Tag) octaeTtcs ¢ Protected Assets

nomnL30BaTeNAMM, yCTPONCTBAMU 1 2NN RS
cepsepamu i penr
m DENY PERMIT PERMIT
“ DENY DENY PERMIT

DENY DENY . PERMIT ‘ DENY

|

YpoBeHb gocTyna

TrustSec ynpoluaet @ Ter cotpyaHuka

1

| \ 2 1

1 N T 1
ynpaenexue ACL ans : .\ : : : Ier nocTaBLLyKa
Tpaduka BHyTpU/BHE | | ' erroet

1 \ y 1 B Ter HapywuTens
VLAN ' - il -

I OJ'IOC:I CotpyanukilocTaBLuk FoOCTb HapyLLIVITeJ'lb:

[ ————————— e p———— A

3naHune 3 OcHoBHoOE 30aHne
VLAN gaHHbix WiFi VLAN gaHHbIX

TNIalr
CISCO



[MpenctaBnsiem Cisco TrustSec

-
-
-

Y « ISE Katanor
YpaneHHbln goctyn MpoayKTaHse
cepsepa p—
BecnpoBogHas 6 .............. \ |
Cetb

CoTpyaHuk MaplupyTisatop MC3 Lon = ﬂ SGT

KommyTtaTop uon KommyTaTop CepBepa )

MPUNOXEHNN

TNIalr
CISCO
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[MpenctaBnsiem Cisco TrustSec

-
-
-

y « ISE KaTanor
YpaaneHHbIn gocTyn MpoayKTUBHbIE
cepBepa SGT
BecnposogHas P e
SGT Cetb A—~R.------[ Cetb MDeeeee....Eqpu { ;

CoTpygHuk MapuwpyTtuzatop MC3I uon g ﬂ SGT

KommyTtaTop Loz KommyTaTop Cepsepa )

MPUIOXKEHNI

TNIalr
CISCO
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[MpenctaBnsiem Cisco TrustSec

-
-
-

. « ISE KaTanor
YpaaneHHbIn gocTyn MpoaykTHBHble
cepsepa SGT
BecnpoBoaHast p . .=
SGT Cetb B~Q-------[ Cetb eeeooo-- ST ... ‘ ,

CoTpyaHuk MapwpyTtusatop MC3I Lon g ﬂ SGT

KommyTaTop uon KommyTaTop CepBepa )

NPUNOXeHNI

Knaccudomkauus

TNIalr
CISCO
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[MpenctaBnsiem Cisco TrustSec

-
-
-

} « ISE KaTtanor
YpaneHHbin 0oCTyn I_IpOLI,yKTVIBHbIe
".... CepBepa SGT

BecnpoBogHas 6 .............. SGT
Cetb aet

CoTpyaHuk Mapupytusatop MCQ Lon e ﬂ SGT
KommyTaTop Loa KoMMyTaTop CepBepa

NPUITOXEHNI

Knaccudpukaums PacnpocTtpaHeHune

TNIalr
CISCO

23



[MpenctaBnsiem Cisco TrustSec

Destination

Egress Policy Prod_Serv
| _Employee | PermitAll |
| App_Serv | PermitAll |

MpoOyKTMBHbIE
cepBepa SGT

«
YpaaneHHbIn JocTyn :
E
BecnposoaHas < Cetb
Cetb . .
@ g

Mapwpytnsatop MC3I Lon
uon KommyTtaTop

CoTpyaHuK

ﬂ SGT
CepBepa

KommyTaTop .
NPUIOXEHNN

Knaccudpukaumsa PacnpoctpaHeHune PunbTpauma

TNIalr
CISCO
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O
Knaccudukauunga

OnHamuyeckas CraTuvyeckasi

Hoctyn
kammnyca

@ .........

Ooctyn O

@@%

MC3 KommyTatop
'nepBusopa

TNIalr
CISCO 24



O
Knaccudukauunga

OnHamuyeckas CraTuvyeckasi

Ooctyn 1O

.-"\'ﬂ.ef’?\
@ WLC MC2 KommyTatop

N'nepsusopa

TNIalr
CISCO 24



O
Knaccudukauunga

OnHamuyeckas CraTuvyeckasi
@. L3 Interface (SVI) to SGT L2 Port to SGT
.. %o - 1

Hoctyn
kamnyca Pacnpegenexne Appo Anpo LLOLO Ooctyn IO

TNIalr
CISCO 24



O
PacnpocTpaHeHue

TernpoBaHue cppenma

e Ethernet Inline Tagging: (EtherType:0x8909) 16-Bit SGT
nHkancynauyua B Cisco Meta Data (CMD) payload.

e IPSec /L3 Crypto: Cisco Meta Data (CMD) ucnonb3yeT NpOTOKOS
99, n BktoyaeTcd B Havano ESP/AH payload.

KommyTtaTtopbl MapLupyTusaTopbl
ETHERNET

IPSEC

CMD EtherType

Vi

’ Length ‘ Version (0x1) | Rese
SGT Option Type SGT Number (16 bits)

SGT Value

i
CISCO



PacnpocTpaHeHue

e Ethernet Inline Tagging: (EtherType:0x8909) 16-Bit SGT
nHkancynauyua B Cisco Meta Data (CMD) payload.

IPSec / L3 Crypto: Cisco Meta Data (CMD) ucnonb3yeT NpOTOKO

99, n BktoyaeTcd B Havano ESP/AH payload.

KommyTaTtopesl

MapLupyTr3aTopsl

ETHERNET

CMD EtherType

/ Version

\

!

Length

\

IPSEC

Version (0x1) | Rese

i
CISCO

SGT Option Type

SGT Number (16 bits)

SGT Value
ST \‘....V/

O

* |P-to-SGT obmeH accoumaumnsiMi no nopry
64999/TCP

e Cisco ISE moxeT BbITb CriegyroLLmx ponen
SXP: Speaker / Listener

MapLupyTtusaTop
(SXP Aggregation)

MC3
104.95 Q- @
= oD s ©
K:OMMyTaTOprSpeaker Listener @ E10_0,1.2
A
B w0012 |:

®

KommyTaTopbl
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KNACCUNDUKALINA PACIMPOCTPAHEHWE OUNTBTPALINA

TrustSec nonnutuka dpunestTpaumnm

- TrustSec
» Overview Paolicy  / ization Policy  + Ci ~Policy + SXP  Reports  » Sattings
]
~ Egress Policy Egress Policy (Matrix View) b
Wit J Edt <fhdd 3¢ Cear Mapping v () Push S Monitor Al - OFF  @almport uBxport P View »  Show| CustomView-1 v
Source Tree i
Destination Tree m,g
- =
Permit_Email_Traffic | G 8
Access control policy to permit Email service
13 Contractors
30/001E
O IPva O IPv8 (8 Agnostic
permit tcp dst eq 110 [] Emioyes BYOD
permit tcp dst eq 143 L
permit tcp dst eq 25
permit tcp dst eq 465
permit tcp dst eq 585
permit tcp dst eq 993 *
permit tcp dst eq 995
deny all log
& PCI_Devices.
100/0064
lllllllll Default B Enabled SGACLs : Parmit IP Description : Default egress rule

CIsCO 26



KNACCUNDPUKALINA PACIMPOCTPAHEHWE SUNBTPALINA

OO0

LlenocTtHoe npuMeHeHne NonnUTUKK

e‘” @K @ @

CATALYST
SWITCHES

TNIalr
CISCO

-

NEXUS
SWITCHES

TRUSTSEC MATPMLIA MONUTUK Omnpaernstime u

passopadusatime TrustSec

rnoriumuku yesiocmHo e

KoMmymupyemod,
-1-1-
6ecrpogodHoll u

Mapuwpymu3supyemol
UHpacmpykmype
“u Sy
VIRTUAL INDUSTRIAL WIRELESS ROUTING
SWITCHES SWITCHES ACCESS POINTS PLATFORMS
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e
CISCO

[MporpammHoO-3agaBaeMbiu 4OCTYnN
(SD Access) — SGT/VXLAN

45



SD Access — SGT/VXLAN

' . ~

MR S

.. @000

4 & (o

MAPLUPYTU3ATOPDI KOMMYTATOPbDI BNIBC KOHTPOIJJEPDI TOYKU OOCTYNA



SD Access — ISE/DNAC npumeHeHne I'IOJ'II/ITI/IKI/I

MONMNTUKN ®ABPUKA

Source Destination
Employees (;O;;ET; Production
CISCO
DNA CENTER
O 6 O
Empl Contractors Production  Development
CISCO ISE

- -~ i S

- -
e
! L)

" 3ATPY3KA MOMUTUK

”‘

S
.. "‘-\‘_
\‘\. "L‘-

. .

‘.‘- ‘\\\
. .
\\‘ ‘&_‘\

~ .
- -~ / \ S s
- -~ / \ s e
'*,' x’w ' * ..\* '.“"
% e @ ‘B @ e s ¥ %
TNIalr

CIsCO Y3l ®ABPVIKM 47




SD Access — SGT/VXLAN

UTto yHukanbHoro B SD Access (KamnycHon cbabpuke)?

1. OcHoBaHHbIN Ha LISP Control-Plane
2. OcHoBaHHbIM Ha VXLAN Data-Plane
3. UHTerpupoBaHHbin SGT/SGACL

Virtual Routing & Forwarding

VRF + SGT

ETHERNET P UDP VXLAN ETHERNET 1P PAYLOAD

TNIalr
CISCO 48
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AHanuTuka, KOTopyto npepgocrtasnget StealthWatch

&

O6HapyxeHune

NaeHTudpukaumsa busHec-
KPUTUYHbBIX NPUNOXEHUIA 1
CEpPBUCOB B CETU

TNIalr
CISCO

NoeHTndukaums
pgonornHutenbHbix |OC

Monutuka n CermeHTauus

AHOManun ceTeBoro noBegeHunsA
(NBAD)

Jlyywe noHnmaHue
BO3MOXXHOCTM
pearnpoBaHusa Ha |OC

3anucn Bcex KOMMYHUKaUnm
XOCT-XOCT




\

|

cn |

___________> 1 I

: ISE Threat Feed  Cognitive 1
Security Packet Management License Analytics 1
Analyzer Console 7

Flow

nsor
Senso Non-NetFlow

enabled equipment

€-——--==>
A
|
|
|
|
|
1

Proxy

Data
KomnnekcHas Packet Data &
06e30nacHOCTb U Storage
CEeTEBON MOHUTOPUHT
Endpoint / Flow Hypervisor with
License Collector Flow Sensor VE

NetFlow enabled

=) <---

routers, switches, Stealthwatch
Other UDP firewalls Cloud
Traffic Analysis Director
Software

TNIalr
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Mogaenb noBegeH4Yeckoro aHanumsaa u o6Hapy>|<eH|/|s=| aHoManuu
[ToBegeH4YecKkne anropuTMbl NPUMEHSOTCA and reHepaunmn “CobbiTnn 6esonacHocTn”

C6op 1 aHanu3 Cob6bITnA 6e3onacHoCcTU KaTteropumu TpeBor PearnpoBaHue
MoTokoB
€ > - Concern
Lo - Alarm table
@ 5 L Bad_Flag_ACK**

Recon
Host snapshot

.

v

Q)

&

(@)

Flow_Denied

< > I Beaconing Host
I;]i ¢ > Bot Infected Hos_t - Successful
“----p Brute Force Login
P > Fake Application

ICMP Flood Exploitation Email

i\./lax Flows Initiated
Max Flows Served Data hoarding
Syslog / SIEM

Suspect Data Hoarding . ]
Suspect Data Loss Exfiltration
Suspect Long Flow

- Mitigation
UDP Received DDoS target 9

TNIalr
CISCO



MoLlb MHOrOypOBHEBOIO MAaLLUWUHHOIMO 00y4YeHus

JAN

PacwunpeHHas NpoaBuHyTOE AHanunTuka
BUOUMOCTb U oOHapyxeHue wundpoBaHHOro
ﬂOBeAeH‘-IeCKVIVI aHanum3 yrpos Tpa(bmca
* [lonyyeHve 4ONONHUTENBHOWN * OBHapyXuTb yrpo3bl, KOTOpbIe » O6HapyXuTb Bpe4OHOCHbIE
BUAMMOCTW N KOHTEKCTA U3 oboLwwnn TekyLmne MexaHu3mbl wabnoHb! B wWngpoBaHHOM
rno0anbHOro 1 fiokanbHOro Tpaduka KOHTpoOn4 Tpaduke
ORTALOS * WVpeHTndukauusa BbiBoga AaHHbIX, e [oHATb XapaKTepucTukm
* Wcnonb3oBaTb MalwmHHOE 06yyeHne obHapyxeHne command and control WwndpoBaHua n ybeantbcs B
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Stealthwatch n Cognitive Analytics
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https://cognitive.cisco.com/
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[lononHUTenbHbLIN YPOBEHbL aHANUTUKX B HAbNtogaemMom
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DASHBEOARD CONFIRMED DETECTED

10 #cmsTo4 & AFFECTING © OCCURRENCE
100% confidence 7 users @ , Windows 35 days
20+ users in < 5 companies @ Jul 6 - Aug 9

# Add notes

Threat related to the Miuref and Boaxxe Trojan horse malware families. Threat is delivered via downloaders of the Zeus banking Trojan, exploit kits, and pay-
per-install methods. Known for its information exfiltration capabilities, threat uploads data through HTTPS to external servers. Miuref can perform click-fraud
by imitating the action of a user clicking on an advertisement. Click-jacking forces the user to websites that may potentially download additional malware such

as Cryptolocker and banking Trajans. Perform a full scan of the infected device for the record and then reimage the device.

AFFECTED USERS

T users affected by this threat during the last 45 days with unresolved incidents.

ﬂ adena.batie ﬂ aleen.eisenbarth ﬂ cindie.janas

& haywood.nagel & tiffiny.brent & victor.castiglione

|

GLOBAL INTELLIGENCE: AMP THREAT GRID

The following statistics are based on 85 samples of threat artifacts from AMP Threat Grid that show network behaviors related to this CONFIRMED CTA threat category.

& Common signatures

W328.Adware.RelevantKnowledge-6
Win.Adware.Agent-1343801

| 1
| 1
| 1
| 1
I Endpoeint content security signatures associated with similar threats seen in AMP Threat Grid. I
| 1
| 1
| win.Adware.Agent-60025 |
| 1

B =) - 1 1~

v
TRIAGE

10

#CMSTO4

0.

#CRMNO1

8

#CDCHO1

8.

#CSALO1

ObHapyXeHHble NHUMOEHTbLI ¢ oboralleHHOW aTpubyunen

v v
INVESTIGATING ~ REMEDIATING ~ RESOLVED

|

iast seen AUG 9, 2016 tor 35 says

iast seen AUg 18, 2016 for 85 days

Iast seen AUg 16, 2016 for 25 days

last seen Jul 18, 2016 for 2 days

+

severity 100 N/A @

@ Common files [ EXPAND ALL

Files appearing in threat samples that may be present at the endpoint

24% chance that malware created or modified files with the following pattern:

fUsers/Administrator/AppData/Local/Temp/KKOTHS510X . exe

fUsers/administrator/AppData/Local/Temp/a20Pm4SnPg/FnBxKdI0/Setup.exe

/Users/Administrator/AppData/Local/Temp/QT4731FXGE.exe

606 more paths



Encrypted Traffic Analytics
E,EI,I/IHCTBeHHoe peweHne, Kotopoe rnpenocrtasridetr BMANMOCTb U 06Hapy>KeH|/|e
BPeOOHOCHOM akTUBHOCTU Tpaduka 6e3 ero pacumgppoBKu
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BpenoHochkl B WWngpoBaHHOM Tpadomke Kpuntorpadpuyeckoe cooTBeTCcTBUE
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Kak Mbl MOXXE€M MHCMEKTUPOBATb LUNAPOBAHHbIE JaHHbIE?

- [NocnepoBaTenbHOCTb
[lepBbI NakeT gaHHbIX KapTta yrpos
OJIMH NakeToB N BpeMeH
NMonyunte Makcumym ot NoeHTudpukauma Tuna KOHTEHTa KTo eCcTb KTO Ha YepHOW CTOPOHEe
UHTepHeTa

HewndpoBaHHbIX Nonen yepes3 pa3Mep U TAMUMUHI NaKeToB

= (=

TLS Header

TLS version \
\b\ C2 message

Ciphersuites

Ol

SNI (Server Name)
Data exfiltration

JopeaH d|
JepeaH d

LLinpokas noBegeH4eckas 6a3a o cepeepax B
WHTepHeT

v &

e

il Deta Packet Self-Signed certificate
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Encrypted
Traffic Analytics

Koppensaunsa 3HaHun [mobanbHbIx-
JNNokanbHbIX pe3ynbLTaTos C
BbICOKOM TOYHOCTbIO HaXOXAEeHUs
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Yny4weHHbin NetFlow ¢
aHanMTUKON LWNPOBAHHOIO
Tpaduka oT HOBENLLNX
KOMMYTaTOpPOB U
MappyTunsaTtopos Cisco
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Kpuntorpaduyeckoe coOoTBETCTBME TpeboBaHUAM

alull. - Stealthwatch a & =

Dashboards Monklor Analyza Jobs Canfigun Depioy

Flow Search Results

[ ] Manage Columns  Summary  Export = ':,

DURATION SUBJECT POR... BUBJECT BYTES APPLICATION TOTAL B ENCRYPTION K... ENCRYPTION A... PEER PORT/PR... PEER BYTES ACTIONS

Now 9, 2017 10:62:....

b leonitoasg) e 49286TCP 12567 K HTTPS (unclassified)  14.21 M AES_128_GCMI128 e 1408 M
Mow S, 2017 11:33:3

» 1min 408 49233TCP 2566 K HTTPS (undiassified)  7.34M AES 1 Mi128 43TCP TA2M
(5min 175 age) g 2 { ) 128_6C

p (NomRNTIREL. oy 49315TCP 130,65 K HTTPS (indassified)  14TM AES_128_GCM/128 LaaTeP 135M
{45min 525 ago)
Hov s, 2017 10:82...,

3 1 49208TCR TaaK HTTPS (unciassified)  125M AES_128_GCMIT28 P 121M
(46min 55 aga) ' { ) 128,

p NovB2017 03, 4g2017CP 16.38 K HTTPS (unciassifiod) 264,80 K AES 128_GCM/128 43TCP 24802K
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Hov 8, 2017 11:33:3... 1 4

» = min 218 4s241TCP 2996 K HTTPS (undassifed) 119,34 K AES_128_GOMI1Z8 o .38 K

p MOVE TR e 49254(TCP 235TK HTTPS (unciassified) 84,33 K AES_128 GCMI128 43TCP B.EZK
{4min 575 aga)
Now 8, 2017 11:33:5... - -

e 1min 25 49255TCP 1988 K HTTPS (undassified)  T7.74 K AES_128_GCM/128 ATCR STETK

 (BOVEANTINRNN. o PEECE ] 385K HTTPS (unciassified) 6819 K AES_128_GCMI128 43TEP 434K

{4min 513 ago)
Nov 8, 2017 11:33:5...
(4min 545 aga)
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] 1min 25 49260TCP 1883K HTTPS (undossifiod) 5301 K . AES 128_GCM/128 4ATCP AWIBK




Rapid Threat Containment

Host IP
D 10.201.3.149 ()

Flows Classify History
Status: Active
Hostname: workstation-149
Cl SCO® Ste althwatch Host Groups: End User Devices,Desktops,Atlanta,Sales
and Marketing
' i i Management Console
Identity Services Engine g Location: REC 1918
Last Seen: 1/9/17 10:25 AM
Policies: [Host-specific Policy],Inside
MAC Address: -

i Quarantine Unquarantine

lNocTaHoBKa 1 CHATHE C KapaHTUHa

yepes pxGrid
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Digital Network Architecture ansa kopnopaTtuBHOM
be3onacHoOCTH

BuanmocTtb n KOHTPOJIb NOBCEMECTHO

‘ BbicTpas peakuusi Ha yrposbil

-aHHaﬂ MNOJINTUKA, KOHTPOJIb U
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