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Figure 1. Magic Quadrant for the Wired and Wireless LAN Access Infrastructure
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https://www.cisco.com/c/dam/m/ru_ru/offers/assets/pdfs/nb-04-dna-solution_overview-cte-ru.pdf?dtid=osscdc000344
https://www.cisco.com/c/ru_ru/solutions/enterprise-networks/software-defined-access/index.html?dtid=osscdc000344
https://www.cisco.com/c/ru_ru/products/switches/index.html#%7Estickynav=1
https://www.cisco.com/c/m/en_us/solutions/strategic-partners/apple.html?dtid=oblgzzz000659
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/802-11ac-solution/at-a-glance-c45-737165.pdf?dtid=oblgzzz000659
https://www.cisco.com/c/en/us/solutions/enterprise-networks/mobility-express/index.html?dtid=oblgzzz000659
https://www.cisco.com/c/en/us/solutions/enterprise-networks/connected-mobile-experiences/index.html?dtid=oblgzzz000659
https://www.cisco.com/c/en/us/products/security/identity-services-engine/index.html?dtid=oblgzzz000659
https://www.cisco.com/c/en/us/products/security/stealthwatch/index.html?dtid=oblgzzz000659

Pa6ouas OKoH4YaHue KommeHTapumn
rpynna pabot

802.11ax [ekabpb Cneaytowiee nokoneHne Wi-Fi! 3aBepLunTcs ¢ ycnexom!
(WLAN ¢ 2019 * YnyylweHne achheKTUBHOCTH CeTH

BbICOKOWN + UL/DL OFDMA

aphekTnBHO ¢ UL MU-MIMO

CTbl0) * YnyJyweHne agpPEeKTUBHOCTN COEANHEHNS

* YBernuyeHue NnoTHOCTN TOHOB
» CokpalleHve 3amnTHBIX UHTepBaros
* 1024-QAM
* YnydyuweHHas paboTa BHE NOMeELLEHUI
* YBenuyeHune pasbpoca 3agepxek
e YnyyweHus B npeambyrne n gaHHbIX

o yJ'Iy‘-ILLIGHVIFI nepencriosib3oBaHUA CriekTpa
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ﬂOTpe6HOCTb B OBYYEHMUE
HoBon CeTu

MHTYUTUBHAA
CETb HAMEPEHWE

[BmKnma HamepeHnem.
NHdopmMmpyeTca KOHTEKCTOM.

KOHTEKCT

BE3OMACHOCTDb

i
CISCO



Uto BHYTpU UHTYUTMBHOU CeTn?

[lepeBon

MepeBoa HamepeHuii GuaHeca B NONUTUKN
[I0CTYyna, NpoBepka LIeNOCTHOCTY

AKTUBaLUVS

OpkecTpauns NONUTUK U KOHpUrypaums
cucTem

Assurance

[MocTosiHHas Bepudmkaums,
MHGOPMaLINA U MOHUTOPWHT,
KOppeKkTupytoLwime nencTens

TNIalr
CISCO



Cisco Wireless: TpaHcdhopmMmupys noakitovYeHne K ceTu

[locTynHo cenyac 3anyckaeTcs cerogHs
Digital Ready Infrastructure Policy Based Analytics and Assurance
’ O Q ° X ‘ ‘
Flexible Radio Cisco Apple Sensor on AP OpenDNS  |oT Ready Flexible SD-Access Client Insights  Data-driven  Operational
Assignment  Partnership In-Line TrustSec (iPSK) NetworK Wireless and Analytics issue detection Insights
Monitoring /{ Segmentation

DNA Center

DESIGN  PROVISION POLICY  ASSURANCE

Next Gen Wave 2 AP Wireless Controllers
@0, 2800 & 3800 Series 3504, 5520 & 8540

LieHHocTb peweHnit DNA gns knneHToB

[ Right Place @ Right Time {
'::II'S'éIC;' 360° Contextual Graph Network Time Travel BB Guided Remediation



Harpagbl B UHOYCTPpUK

» PeweHune Cisco Software Defined Access (SDA) nonydunno Harpagy Jlydwas
WiFi nHdpacTpykrypa HoBoro nokoneHusa 2017 (2017 Best Next Gen Wi-
Fi Network Infrastructure award) ot Wireless Broadband Alliance (WBA)

» bBnor Cisco: https://blogs.cisco.com/wireless/presenting-the-award-winning-cisco-software-
defined-access

 Cawnt WBA: http://awards.wirelessglobalcongress.com/winners-2017/win-cat2/

TNIalr
CISCO


https://blogs.cisco.com/wireless/presenting-the-award-winning-cisco-software-defined-access
http://awards.wirelessglobalcongress.com/winners-2017/win-cat2/

Cisco Wireless: TpaHcdopmMmupys NOAKIHOYEHNE K CETU
[locTynHO cenvac

Digital Ready Infrastructure

00 & O

Flexible Radio Cisco Apple Sensor on AP OpenDNS IoT Ready
/ Assignment  Partnership Streaming TrustSec (iPSK) j N\
Telemetry

-

Next Gen Wave 2 AP Wireless Controllers
\ 1800, 2800 & 3800 Series 3504, 5520 & 8540 /

LileHHocTb peweHnn DNA ansa KIMeHToB



becnpoBogHbie TOYKK AocTyna rotosble K DNA

2017

CISCO
PIONEER
AWARD

Cisco Aironet 3800 Series Access Point
with Flexible Radio

m 1. NepeonpeneneHne BbICOKOU
nnoTHocTu: [1BonHoe paauno B 5 GHz,

['mbkoe pagmo (FRA)

(D,
C® 2. CneymanbHaga annapaTHas
j nnatcopma anga aHanuTukm

0 3. [OTOBHOCTb K |0T: rOTOBHOCTb K
TpeboBaHuam GyayLiero

TNIalr
CISCO



[Mbkoe paguo, 2 pagmo B 5GHz
[MoBblWaeT npon3BoaAnNTEINIbHOCTb U NMOMOIAET 4 '
n3deratb NoMex

Ha 20-25% 6onblue eMKoCcTu
Mo cpaBHEHUIO C BrivkanLnm
KOHKYPEHTOM

CISCO @ Dual 5GHz.

@® 5GHz./2.4GHz.

C pewwennem Cisco, UHTYyUTUBHasA ceTb AUHaMNYHO nepeBoanT 2.4 paguo B 5 GHz aons 4ONONHUTENbHOW EMKOCTU
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UHHoBauuum Cisco-Apple
Bce npenmyllecTsa naptHepcTBa ¢ Apple

Ontummnsaums nogknodeHns Wi-Fi Mpuopntnsaumns GusHec NpUoXKeHn

@@ NHTennektTyanbHbIn U 9pdeKTUBHbIN @ MpunoXxeHnsa NPUopUTU3INPYHOTCS
POYMUHI aBTOMaTUYEeCKN Aaxe B 3arpy>XeHHom ceTn

CKOHUpyrpmpoBaH
CHwxeHune crnoxxHoctn — T moxet l ,‘\ iO0S ycTpoiicTBa U CiSco y3HatT apyr
chOKyCMpoBaThLCH Ha B

Do Apyra v BKNovarT cneyunarnbHble
COOTBETCTBUN TpeboBaHMAM HaCTPOIKM

Ou3Heca
TNIalr
CISCO



Cisco Wireless: TpaHcdopmMmupys NoakitovYeHUe K ceTu

[locTynHo cerogH4

Best Automation

« UL MU-MIMO DNA Center

=] @ oo

DESIGN PROVISION POLICY ASSURANCE

@

Flexible Network
Segmentation

SD-Access

Wireless /

TNIalr
CISCO



AsTomaTtumnsaumnsa DNA: pasBepHn becnpoBOAHYO CETb B

HECKOJIbKO KITMKOB

[1o DNA Center
« AP-Groups, Flex-

Group, RF Profiles
TTTIL
. CnoHble

KoHGourypaumm WLC

NHTYynTMBHaA ceTb

TNIalr
CISCO

RxSOP_ DBS
DCA

DF
TPCU >

Powered by Intent

Hotel Room
Low Density

$

One click RF

Conference room
High Density

ABTOMaTU4ECKOE BHEOApPEHNE

[Tocne DNA Center

+ NHTYnTUBHAA
lII””lIl" KOHMrypaums no

canTtam

He Hapo ynpaBnsTtb
WLC / AP

INyywine npaktukm Cisco



YnpouleHHaa KoHguUrypaumua rocteBoro goctyna Ha ISE ¢
DNA-C

BbiCcTpbIN 3anyckK

= CospanTe rocteson Configure ISE Portal Builder SetUp Configure Roll out
AOCTyN B ofHOW dhopme Sl 7L C @ (,’O

MHTYUTUBHBLIN Npouecc

=  CokpartuTte owmnbKu
KOH(purypaumm bnarogaps
NpoAyMaHHOW HaBurauum

TNIalr
CISCO



Cisco Wireless: TpaHcdopmMmupys NOAKIHOYEHNE K CETU

3anyckaeTcsa cerogHs

Wireless

Analytics &
Assurance

Network and Proactive Issue Active Sensor
Client Insights detection and root Testing
cause
DNA Center
. @0

DESIGN  PROVISION POLICY  ASSURANCE

LieHHOCTb peweHnn DNA gnga KMEHTOB




Assurance

[Tpobnemsbl 1 3aga4m 6ecnpoBOAHbIX CETEWN CEroaHs

becnpoBoaHoe noakmnoyeHne CnoXHbIV 3anycK 1 ynpasneHune Mpobnembl B 6eCnpoBOgHOM
SIBNSIETCA OCHOBHbLIM CErofHs
A HecoBnaaeH1e NPOBOAHbIX/ CErMEHTE CMOXHO HaxoanTL
[Nonb3oBaTenu oxuaaroT 6eCrnpOBOAHbBIX NONUTUK n pewatb: UT cnyxba
GecnpoBogHOE NOAKMYEHUE, peakTuBHa, He NPOaKTMBHA

kotopoe BCEI[A paboTtaet

OTn Npobnembl TONbKO BbIPACTyT CO BPEMEHEM




Bce kak ceHcop, MOLWHLIN 1 NMOHATHLIM DNA Assurance
ﬂpoaKTI/IBHO oueHnBaeM npon3soanNTeribHOCTb U n3deraem r|p06ne|v| ONA KInneHTa B CETU

cTpoucTea

MpoTecTnpynte Bawwy ceTb B ntoboe Bpems B pearibHOM BPEMEHU HA YPOBHE KITMEHTCKOro

SkoClCTeMa Aironet 1800S [Mbkoe Paguno kak CeHcop
AKTVBHbII CEHCOP (2800/3800)

fra) %0 L

\

_—r
o r < 2x2un 2N
ﬂ < Onuuu no a/MnTaHno
WLC Streaming Active Sensor | Flexible Radio as | Cisco AP asa Apple Client ° POE
Telemetry 18005 a Sensor Sensor . USB Type “Cr
The Intuitive network enables anything as a sensor, » Direct AC Power Plug
powering DNA Assurance % WHTerpupoBaHHbiii BLE*
% YnbTpakoMmnaKkTHble
sk Dlaas B T o O e
Right Place Right Time
fran]e, = @ =

CISCO 360" Contextual Graph Network Time Travel

Dual 5 GHz Flexible Radios

% MporpammHo onpeaensiemMoe pagno
aBToMaTunyeckn nepexoant B SGHz
aHanuTnKn

'MBkme pagno MoryT OgHOBPEeMEHHO cobupaTb AaHHble
ansa aHanutukn DNA n obcnyxunBaTb KIMEHTOB

m CneunanbHas annapatHasa nnatgopmMa Ans

)

B Guided Remediation



[AapaHTuS, 4TO
NHpacTpyKTypa aenaet
TO, YTO Bbl 1 XoTenu

43%

BpemeHn UT cnyxObl
TPaTAT Ha NOUCK U
pelleHmne npobnem

TNIalr
CISCO

¢

Jlokanunzauus: OnpeneneHne roe
BO3HMKNA Npobrnema, Ucrnonb3ys
NpaBuUIbHbIE JAHHbIE
TeCTI/IpOBaHI/Ie AKTUBHbIM CEHCOpPaMMW,

Ananntuka Wi-Fi ¢ iOS ycTpoucTs,
[ToTokoBas TenemeTpus

[MpaBunbLHOe Bpems: [MoBTOpeHME
npobnemsl

[MyTewecTBne BO BPEMEHN MO CETH,
Auto PCAPSs, Real Time Forensics

[MpaBunNbLHOE JenucTBueE:
PelueHne npobnemsol
NHdbopmauma onga npaBunbHOro

OENCTBUS, HaBuraums onsa peLueHns
npobnemsb



[1lpaBUNbHOE MECTO:
onpeaereHne rae Bo3HUKNA
npobnema, Ncnomnb3ys @
NpaBUnbHbIE JAHHbIE

PeweHna Cisco Wi-Fi

N MpoakTuBHas CUMyNSLMS OnblTa KIMEHTa
Lo N naeHTudmrkaums npobnem B pesynsrarte

NMPOAaKTUBHOIO TECTUPOBAHUA
T kak ceHcop P P

Ro: 3HaHWe TOoro KaK KnMeHTcKoe
[MOMCK MFOMKM B CTOTY CEHa B TEYEHWE YaCcoB YCTPOWCTBO BUANT PAaMOCeTh (RSS! 1

. T.A.). Apple Takke gennTcs
Mocne: N 9KCKIMIO3UBHOMN MHAOPMALMSAX O
Onpepenenue npobnem Wi-Fi 3a MUHYTbI AHanutuka Wi-Fi NPUUMHAX NpoGnem
Gnarogaps npaBUSibHbIM AAaHHbIM I0S

TenemeTpua ons NnOHUMaHUS aHOManun
(~3HaHue 240+ npobnem KNMeHTCKUX

YCTPOWCTB)
] [MoTokoOBag
CISCO TenemeTpus




[paBunbHoe Bpemsa; . PeweHuns Cisco Wi-Fi

[MoBTOpeHME npobnemsbl
@ 14 nHen NCTopun C NOMHBLIM KOHTEKCTOM

[TyTewecTBume BO
BPEMEHMU MO CeTU

Ho: /. YnyJleHHoe onpegeneHne aHomanummn
fpobriembl ¢ Wi-Fi NOARNAIOTCA 1 yXORAT. @ aBTOMaTUYECKM NepexBaToM NakeToB
Ecnn npobnemy Henb3sa NOBTOPUTL — ee N

npu Npobneme y KNMeHTa unm
Hemnb3s peLunTb

yCTpoKncTBa
Mocne: Auto PCAPs
AHanuTuka nctopmyeckasa n B peasibHom
BPEMEHM C NOSTHbIM KOHTEKCTOM 3
D' AHanutnka paboTbl NPUNOXEHUI B
pearibHOM BpeMeHU C KOHTEKCTOM MO
KIMEHTY

], Real Time
CISCO Forensics



[paBunbHoe OeNCcTBUE: PeweHuna Cisco Wi-Fi

PeweHune

MonyyeHne npaBuIibHbIX 3HAHUW C
NCNOSIb30BaHNEM MPaBUSbHbIX OaHHbIX,
Nnosly4eHHbIX B NpaBuIibHOE BpeMS

3HaHua angd
Oo: COBEpPLUEHMUSA
MocTosiHHOE 0BYy4eHne OEeNCcTBUN

PekomeHaauumn no peLleHuto LWar 3a
LIarom

Mocne: &
Ncnonb3oBaHne 30-neTHero onbita paboTbl C d
AAHHBbIMU N KOHTEKCTOM AJ151 NoSy4YeHns

NpaBuUIbHbIX 3HAHUW U peLleHnst Npobnem
Hasuratop no

peLleHunio

i
CISCO



SNMP, NetFlow,

syslog channel

BapuaHTtbl BHegpeHns DNA Wireless ASSUrancCe. __. - e

Q DNA-C
In Data Center

1
I

‘)

4

&,

-
-

i N
II i —
ol e
On-Prem
(JocTyneH cerogHaA)

e DNA-C
In Cloud

‘@,

(https) channel

e DNA-C
In Cloud

DNA
Satellite

E_._,f_’/\ i —

Direct or Pure Cloud
Solution

Hybrid solution w/
On-Prem DNA Satellite



Operational Insights

't
) 4 g
oo ¢@ @f (=°

= MecTtononoxeHne 6ecnpoBOaHbIX = Knaccudomkauust gaHHbIX No » [Tonck 06BEKTOB U OTCEXnBaHUeE,
YCTPOWNCTB, METOK 1 CEHCOPOB BU3HEC KOHTEKCTY MOHUTOPWHI OKpY)KatoLLien cpeabl
= TenemeTpusi OT METOK N CEHCOPOB = [lpoBepka 3agaHHbIX NpaBun no = YnpaBneHue aneptamu u ayaut
= VIMMopT koHTekcTBa 06 06bekTax nepemeLLeHAM = 3HaHWA 1 OTYeThI
(nroan, obopynoBaHue, spaces = ABTOMaTU4eckue aneptbl No SMS,
T.4.) Email, HTTP API B KopnopaTuBHble
cucTeMmbl

TNIalr
CISCO



ApxutekTtypa Operational Insights

. | ’ *-------=- Bu3Hec KOHTeKCT
UHTepderic

K BHELLHUM
cucremam A

S ="

Virtual / Physical
Chokepoint

becnpoBogHas

O6nauHble NPUNIOXeEHUS

apxTekypa

[MpocTon B MCNOSMb30BaHUN U UHTYUTUBHBLIN
nmHTEpenc

OTtcnexuBaHue, anepTbl, CUCTEMbI CO3[aHUSA
OTYETOB.

MacwTtabunpyemas nHdpacTpykTypa
Gnarogaps obnadHom akocnucteme
SaaS ans 6bICTPOro BHEQPEHUS U
3P PEeKTUBHOCTN 3aTpaT

Mcnonb3oBaHue cylecTByoLLEN
BGecnpoBOoOHOWN MHPACTPYKTYpPbI
PaboTtaeT ¢ MHOXX€CTBOM TEXHOMNOMNM
Wi-Fi, BLE nnun o6enmmn

OTtcnexuBaHue Wi-Fi yCTpONCTB 1 METOK
CCX ot ntoboro nponssogurtens
OTtcnexnBaHne akTMBOB ¢ MeTkamn BLE
MonyyeHue gaHHbIX OT MeTok CCX
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@ 30paBoOXpaHeHne ﬁ [Tpon3BoacTBO 2% PosHuua

OTcnexuBaHne 060pydoBaHuUs

MN36exaTb 3aTpaT OT NoTEPU
JOoporocTosiLero o60pynoBaH1sa u
3aTpaT Ha HanofIHeHWe ckKnaaa,
OTCJIEXXMBAsi EFO HAMOMHEHHOCTb.

OTcnexuBaHue 060pynoOBaHUS OTCcne)xxmBaHue TeNEXKN U KOP3UHbI

CokpalleHne BpeMeHu
nepcoHana, Heob6xognumMoe Ha
MOUCK TeNneXeK U KOP3UH.

CokpalleHne notepb
Il .‘ MeOULUMHCKOro 060pyaoBaHus n
N 3aTpaT Ha HanonHeHue cknaga,

H ‘ oTcnexuBad ero HanoJIHeHHOCTb.

besonacHoCTb U COOTBETCTBUE

CokpalleHune 3aTpaT 3a cuet
YAOCTOBEPEHMS TOFO, UTO
YCTPOWCTBA COOTBETCTBYIOT
TpeboBaHusm CDC.
lMpepoTBpalleHre nopum
MMyLLIeCTBa OT YCNOBUM
OKpyXatoLen cpenpl.

OnTMMmn3aumus pabounx NPoLECCoB

[MoBbiweHne achHEeKTUBHOCTHU U
COKpLLIEHNe 3aTpaT 3a CUeT
MOHMMaHUSA NepeMeLLEHNN
nepcoHana 1 BpEMeHU OXuaaHus
B YUpeXaeHuu.

TenemeTpus Ha YPOBHE YCTPOWCTBA

CokpalleHune 3aTpaT Ha
06Cny>XMBaHME U MHCMEKLIMM
6narogaps aBTOMaTUYeCKoMy
MOHUTOPUHTY AaHHbIX 06
o60pynoBaHuK.

MpepoTBpalleHe Nopum UMyLLECTBa
OT YCMOBUM OKpPYXXatoLwen cpeabl.

Mcnonb3oBaHre 060pynoBaHus

VYnyuwntb 3PEKTUBHOCTb 1
COKpaTUTb 3aTpaTbl 6narogaps
ONTUMUIALUUN NEPEMELLEHUN
060pyaoBaHUS U NNaHUPOBaHUS
ONTUMarbHbIX MapLUPYTOB.

MoHuTOpUHr TE

MrepaTypbl B XOnoguIbHUKaxX

MpepoTBpalleHne nopum
umyLlecTBa 6narogaps
MOHWTOPUHIY NPOAYKTOB
UYBCTBUTESbHbIX K
TEMMNEPATYPHOMY PEXUMY
(oBOLLK, MOMOUHbIE MPOAYKTHI,
3aMOPOXKEHHbIE MPOAYKTHI, 1
T.0.).

VYnyuwmtb paboTy MarasuHa

YnyuwnTb yOOBNETBOPEHHOCTb
KMEHTOB, cobupas Ko
BPEMEHMN 3aKa3 MOMyUYEeHHbIN
OHNavH
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PaspabomaHsbi 0risi DNA
Haunbonee winpokum noptdonno BHyTpmoducHblx Tl B oTpacnu

KopriopaTuBHbIi kracc

Mission Critical |

Jlyyuime B knacce

1815

1830

1850

[

2800

3800 l

X

Indoor / High-powered
Indoor Wall Plate /

« 2x2:2s58i8Whker

= 867 Mbps Performance
= Tx Beam Forming
= Integrated BLE Gateway!

= Max Transmit Power (dBm)
per local regulations?

= 3 GE Local Ports, including

= Local ports 802.1x ready?

= USB2.0*

1 PoE out3

11
Cisco

bl
i

3x3:2SS 80MHz

867 Mbps Performance
Tx Beam Forming

1 GE Port Uplink

USB 2.0

y

4x4:3SS 80Mhz

1.7 Gbps Performance
Internal or External Antenna
Tx Beam Forming

2 GE Ports Uplink

USB 2.0

J

4x4:3SS 160 MHz
5 Gbps Performance

2.4 and 5GHz or
Dual 5GHz

2 GE Ports Uplink

CleanAir and ClientLink
Internal or External Antenna
Smart Antenna Connector
USB 2.0

J

[otoBbl K DNA | RF Excellence | CMX | LleHTpanu3oBaHHas apxutektypa, FlexConnect nnu Mobility Express

4x4:3SS 160 MHz
5 Gbps Performance

2.4 and 5GHz or
Dual 5GHz

2 GE Ports Uplink or
1 GE + 1 mGig (5G)

CleanAir and ClientLink
StadiumVision

Internal or External Antenna
Smart Antenna Connector
USB 2.0

Investment Proof Modularity

Dual 5 GHz | Flexible Radio | HDX

Cit

Future Proof



Pas3pabomaHsi 0r1si DNA
Haunbonee wmnpokumn noptdonno ynuyHsix T B oTpacnu

[ 1540

1570

New*

= 802.11ac Wave 2, MU-MIMO
= 2x2:2, 80MHz, 867 Mbps

= Ultra low profile

= |nternal antenna only

= PoE (802.3af) power

= Centralized, FlexConnect, Mesh and Mobility
Express

_/

802.11ac Wave 2

1560 ]

802.11ac Wave 2, MU-MIMO

3x3:3, 80MHz, 1.3Gbps (I)

2x2:2, 80MHz, 867Mbps (E/D)

Internal or External antenna model (I/E)
Internal directional antenna model (D)
SFP

Flexible Antenna Ports

CleanAir and ClientLink

Centralized, FlexConnect, Mesh and
Mobility Express

_/

DNA Ready | RF Excellence | CMX

= 802.11ac Wave 1

= 4x4:3 80 MHz; 1.3 Gbps

= External antenna model (EAC)

= SFP/GPS

= PoE Out 802.3at (Ext Ant. only)

= Flexible Antenna Ports

= CleanAir and ClientLink

= Modularity (Ext Ant. only)

= Centralized, FlexConnect and Mesh

= DOCSIS 3.0, 24x8
= |nternal or External antenna




Beacon Point u mogynb T Aironet 3800




YHukanbHasa texHonormnsa Cisco ¢ UCrnosib30BaHMEM OBYX AMana3oHOB
yacotbl 5Ty
— ABYKpaTHOe yBennyeHne nnowanmn nokpbiTusa U NponyckHOn CnoCoOOGHOCTU

» (OG6ecrneynBaeT ABYKpaTHOe yBeNMyeHne
nnowaan NoKpbITUS C O4HOM TOYKM JOCTyna

e [loBblwaet o0LLYy0 NPOM3BOANTENBHOCTb
cetTu

* Mcnonb3yerT WTekepHbI COeanHUTENDb
aJanTUBHOMN aHTEHHbI

e  B03MOXHOCTb CMeLlIMBaTb U UCMONbL30BaTb

BMecTe Bce aHTeHHbI Cisco

39



XonoaunbHble KaMepbl - T .
Bbicovyanwas HageXxHoCTb

ArpeccuBHasg cpega " -

Cepst IW3700

Twun pagnognanasoHa 2,4 Ty (802.11b/g/n)
5Ty (802.11a/n/ac)

CeHcop paguocurHana (mpoTokon)

BbixogHas mouwHocTh PY-curhana  [Jo 23 obm

CeTteBble UHTEpdENCHI aBa uHtepderica 10/100/1000Base-T
(M12)

Bxoa nutaHma nocT. Toka Ot 10 go 60 B nocTt. Toka

[pyrve BapnaHTbl NMTaHMA PoE, PoE+

Bbixoa PoE PoE

Pabouunii gnana3oH TemnepaTyp oT -40 go +70°C




Pa3aboTaHbl anga DNA 6ecnpoBogHble KOHTPOS1EePh

BonbLune kopnopaumm
CpepnHue kopnopaumm
Cisco vWLC ;
soie ' EEaKVM oo

32000 Clients 6000 APs
Flexconnect mode 64,000 clients ®
-- Microsoft 40 Gbps ;’ *

Hyper-V

. Cisco 3504 Cisco 5520 ‘
Mobility Express 150 APs 1500 APS
50 APs/1000 Clients AP 18xx 3000 Clients 20,000 Clients
100 AP/2000 Clients: AP2/3K 4 Gbps 20 Gbps
v

Oo 100 TO Hdo 3000 TO Oo 6000 TA

TIRlIr
CISCO



Mobility EXpress — 3KOHOMWYHOE peLleHne ang
HebonbLUNX ceTeun

C I s c o © 2018 Cisco and/or its affiliates. All rights reserved.



Cisco Mobility
Express
3anycTu CBOIO

6ecnpoBOaHYIO CETh 3a
CYNTAHHbIE MUHYTbI



https://play.google.com/store/apps/details?id=com.cisco.dashboard.view
https://itunes.apple.com/us/app/cisco-wireless/id1005756119?ls=1&mt=8

Cisco Mobility Express
PeweHne onsg punuanos Anga ynpaenisieMblX KOHTPOIepom ceten 6es
OTAENbLHOro KoHTponnepa pasmvepom o 100 T

MpocToTta AVC & CMX Cloud dyHkumoHan Apple MSP & Noppepxxka DNA
i eCTBEHHbIe Center
pasBepTbiBaHUA * Kakve npunoxeHus & Cisco Lz . .
« YnpasneHue go 100 T[, MCMOSb3YIOT CeTb * OnTMMM3MpOBaHHOE CauTbl « DNA automation/
2000 KNMEHCKIMX YCTPONCTB « OrpaHW4eHme CKOpoCTU B ORI LI ST * WnTerpaums BYOD calElics
« Best practices 06e CTOPOHbI Ha 5 ° l':'ppMV'T?AFL’IVéTC?(ITA JJBJ;?KHHX - Topaepxka RLAN
MPUMNOXeHNE ANsi KaKAOi
Sﬁgﬂﬂﬁyﬂfm e WLAN/SSID/Client MPUNOXEHNI » Walled Garden support
* MpocroTa ynpasneHue ¢ * [ocTesoit Wi-Fi : gi{%wa Hogoro 10 —
MobunbHOro ycTpoiicTBa * AHanuTuka npucyTcTBus
« Dav0 PnP ¢ 3arpvakoit * [lopnoepxka 802.1x Ha T[ ¢
i = EAP-TLS n EAP-PEAP

KOHUrypaumm n ummoxa
no

NotoB K DNA anga manbIX U cpeaHux Nrowaanok, Anst oaHOM UM MHOXecTBa
nnowanok

TNIalr
CISCO



Cisco Mobility Express: noagoepXkKa Ha ToO4YKax
aocTyna

50 1000 50 1000 100 2000 100 2000
AIR-AP1815I-x-K9 AIR-AP1852-x-K9 AIR-AP3800-x-K9 AIR-AP1562-x-K9

L= n

AIR-AP1815w-x-K9 AIR-AP1832-x-K9 AIR-AP2800-x-K9 AIR-AP1542-x-K9

50 1000 50 1000 100 2000 50 1000

TNIalr
C I S C O Cisco Mobility Express Demo



Mobility Express ¢ ISR1K 1100

1100 ISR — BCe B 0 g4HOM - MapLUpyTM3aTop, KOMMYyTaTOp U

becnpoBogHaa T

CeTb TpaanLUMOHHOIO

dununana

MapuwpyTtusatop
BesonacHocTb

KommyTtaTtop

BecnposogHaa T[4

PesepBHbIn 4G

M
/ Cisco ISR 1000 \

apLipyTusatop, KOMMyTaTop

B6ecnpoBogHas T,

WHTerpmpoBaBaHHas
©e3onacHoCTb

CKopocTb U
NPON3BOAUTENBHOCTb

NHTerpupoBaHHble
cpeacTBa ynpaBneHus

Multi-connectivity

ISR 1100 copgepxut Aironet AP1815i ¢ Mobility Express

CISCO

OGO



YTto paet Cisco CMX

Customer
Analytics

Customer
Experience

Mobile
EXxperience

Operational
Analytics

* AHanuTuKa NpucyTCTBUS
» AHanuMTUKa MeCTOMNOMOXEHMUS

» [lepcoHuuunpoBaHHOE B3anMoaenCcTemne
= KOHTEKCTHbIN NPOMUSb KITMEHTa

= HaBuraums B noMeLleHumn
= [Jonck oObeKToB

»  OTCnexunBaHUe NONoXeHUs NHBEHTaps
* OnepauunoHHbI KOHTPOIb PECYPCOB
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Pewenne Hyperlocation—AHTEHHa 1 Moaynb

OnpeaeneHune

MeCTOonoNnoXeHus

RSSI TpunaTtepauunsa
AOA TpuaHrynsaums

RSSI n AoA

Mcnonb3yoTca COBMECTHO AN TOYHOCTU
1-3 meTpa (B cpeaHem)

NMporpaMMHbIe BO3MOXHOCTH

C1abunbHOCTL/NPON3BOANTENBHOCTD
YMeHbLUeHHas 3agepxka

[NpocToTa ncnonb3oBaHnA

Prime features | Auto Orientation |
Auto Placement

MapTHepbI

Phunware (CLWA) — HaBuraums
Rifinity (CLLA) — AHanuTuka ncnonb3oBaHus pab. mect

Deck (P®, KaszaHb) — aHanuTuka, HaBuraumsi,
BUPTYyarbHble rMapl



PeweHne CMX ¢ BupTyanbHbIMU Magkamu

Cisco Virtual
Beacon

cmxcloud.cisco.com

Uto 910?

» Beacon Point reHepupyeT ny4yn BLE. * He HyXHO 3ameHATb 6aTaperikm B Masikax
[locTyneH Kak B BUAe OTAerbHOro
YCTPOWNCTBA, Tak 1 Kak moaynb ana T

 [MpocToTta B akcnnyataumm BUPTYyarbHbIX
OUKOHOB
» Beacon Center co3gaet BupTyarnbHble Masiku

: » OnpegeneHve MecTONONOXEHUS U
n ynpasnseT beacon points yepes obnako. pea

HaBuUraun4a B noMeLleHnAax



Kak aTto pabotaet?

Cisco
Beacon Point

Customer
Cloud

Cisco Cloud o
Machine learning
and location engine @

Bakery

Pharmacy

Clothing

MobunsHoe npunoxenue ¢ Cisco SDK

@ Electronics

Mo6wunbHoe yCTPONCTBO NPUHMMAET CUrHan ot
Beacon Points

Cisco SDK (MHTerpupoBaHHOE B M06.
NPUITOXEHNE)
oTnpaensaeT 3Ty nHdopmauuio B obnako Cisco

O6nako Cisco paccunTbiBaeT 1 oTnpaBnsaeT
NHGOPMALIMIO O MECTOMNONOXEHNN MOG.
NPUNOXEHWNIO

O6nako Cisco B3aMmogenctayeT ¢ 0b6r1akom
3akas4nka ecnu Tpebyetcsa

Korga nonb3oBatens HaxoanTcst NobnmM3ocTu oT
BMPTYyaribHOro Masika emy MOXeT OTrnpaBnATLCA
HacTpauBaemMoe yBegomnenve nnm URL

BupTyanbHble Masiku MoryT 6biTb co3aaHbl B
nobom mecTe



dursnyeckuit NpoTnB BUPTYanbHoro: Kak nepemectntb Masak?

1. Tlpuexatb 1. KnukHyTb Ha

2. Hantn masak Maske

3. [llepemectutb MaskK, 2. [lepeaBuHyTb
i ¢ ZAMEHnTL BaTapenky,

3aMEeHUTb MadK
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[Tpnumep Cisco Live

Tpu oHs: NoHegenbHUK - Cpena

& Visitors = Feb 20,2017 0| @, (&
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Total Daily Visits @
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947 5,579

Repeat Visitors - 15% New Visitors - 85%

HourLy TrenD
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Sk

# of Visits
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12am 2am 4am 6Gam Bam 10am 12pm 2Zpm d4pm Gpm Bpm 10pm

Tonbko TexHun4yeckue
ceccuun

TNIalr
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& Visitors

7,326
Repeat Visitors - 58%

& 12,701

Total Daily Visits @

HourLy TrenD

# of Visits

15k

10k

5k

Ok

12am 2am dam 6Gam Bam 10am 12pm 2pm 4pm Gpm Bpm 10pm

T Feb21,20170 @, (#

5,375
New Visitors - 42%

& Visitors T Feb22,20170|Q, (#

& 13,680

Total Daily Visits @

[ S—
1,389

New Visitors - 10%

12,291
Repeat Visitors - 90%

HourLy TrenD

15k

10k

# of Visits

Sk
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12am 2am d4am Gam 8Bam 10am 12pm 2pm 4pm Gpm 8pm 10pm

PaboTta Bcex cekumin KoHdbepeHUnmn
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[ Oe ntoan npoBoAdAT BpeMs?

B 0-5min M 5-20min @ 20-60min
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World of Solution
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aBauTe NocCMOTPUM Ha CTeHAbI?
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Cisco Event App

Cisco Events

12:18 < % 67 % - |

View Location 4 B |

cnonb3oBaHne MazeMap = < o
6000 5357
5000 4647 4777
000 3167 3410 2959
3000
2000
1000

id MazeMap | Terms
0 f 667m @ 14 min
Monday Tuesday Wednesday Thursday

Hall & Floor 0

m Users 2017 mUsers 2018

Mkm

TNIalr
CISCO

Point Floor &

(] & Avoid stairs and obstacles ©




Find my Friends

Cisco Events
+ % 95% -

Q

» Cospante rpynny

« OrtnpasbTe npurnawieHne gpysbm
* Spark, E-Mail, WhatsApp, SMS, ...

* Baw ApPYy3bA HAXUMAKT Ha CCbIJ1IKY 1 CTaHOBATCA YJeHaMW rpynnbl

1 (Christian)
Hal 6, Hub Keynots LO

Hall 8, Hub Keynote LO

Hall 6, Hub Keynote LO

Hall 6, Hub Keynote LO
Hall 6, Hub Keynota LO

Hali 6, Hub Keynote LO

i
CISCO



Mcnonb3oBaHue Find my Friends

Cisco Events

7000
6045
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5000
4000 3653
3000 0
2000 QA
1000 438 576 ..,,-,;-.ﬁ_ifﬁi,;ﬁ.‘;i::’m
O - - H-d“ 6, Hub Keynote LO
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m Groups created mUsers L s ot
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[aa— M P
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HaBurauma BHYyTpU NomMeLLeHNM

TNIalr
CISCO
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MebernbHasa dpabpuka Mapus Mapo
KyxHu

Coop aHanutuku B Wi-Fi cetu

* KOppeKTHbIN y4eT BpeMeHM NPUCYTCTBUA COTPYAHUKOB Ha paboumnx Mectax NnocpeacTBOM
OTCNeXuBaHUa akTMBHOCTM mMac-agpeca KopnopaTuBHOro cMaptdoHa ¢ SMS-yBegoMneHnsiMm
pykoBoacTBa 06 ono3gaHuu

+ Bonee achdeKkTMBHBIN NpoLecc Bepudukauum HoMepa KnmeHTa Yyepes permctpaumtio B wifi cetu

 [MpoakTnBHasa paboTa C KNIMEHTOM 3a CYET peaKkLMu CUCTEMbI NP NOABNEHNM mac-agpeca KnneHTa
Ha TeppUTOpPUM carnoHa

TNIalr
CISCO
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CmoTtpute marepuarnbsl o0 Mobility Express!

* CTpaHuMua Ha cisco.com Ha pycckom https://www.cisco.com/c/ru_ru/solutions/enterprise-networks/mobility-
express/index.html

* bpouwtopa https://www.cisco.com/c/dam/global/ru_ru/about/brochures/assets/pdfs/cisco_dna mobility express solution.pdf

e (Cratba https://habrahabr.ru/company/cisco/blog/269137/

e Cisco Expert talks https://www.cisco.com/c/m/ru_ru/campaigns/ciscoexperttalks/webinars/wifi/index.html

*  Bupaeoponuk Mobility Express https://www.youtube.com/watch?v=6MxDGM?7ilzE

* 3anycK Mobility Express 3a 2 MUHYTbI https://www.youtube.com/watch?v=IBKK 2 ZLYU

*  BbICTPbIM 3aNyCK ceTM Ha To4YKax goctyna cepum 1830 n 1850 https://www.youtube.com/watch?v=yBXfnVV9Sgg

* HacTtpoika Mobility Express Over The Air co cmapTdoHa https://www.youtube.com/watch?v=YE-B G K86E

* O naptHepcTtBe Cisco n Apple https://blogs.cisco.com/wireless/apple-and-cisco-partnership-deliver-great-user-experiences-for-
mobile-users

* Bupaeo 06 aHanutunke B Wi-Fi cetax c nHdpactpyktypom Cisco u yctpomncteamu iOS
https://www.youtube.com/watch?time continue=66&v=1XCqVOPux s

TNIalr
CISCO


https://www.cisco.com/c/ru_ru/solutions/enterprise-networks/mobility-express/index.html
https://www.cisco.com/c/dam/global/ru_ru/about/brochures/assets/pdfs/cisco_dna_mobility_express_solution.pdf
https://habrahabr.ru/company/cisco/blog/269137/
https://www.cisco.com/c/m/ru_ru/campaigns/ciscoexperttalks/webinars/wifi/index.html
https://www.youtube.com/watch?v=6MxDGM7ilzE
https://www.youtube.com/watch?v=IBKK_2_ZLYU
https://www.youtube.com/watch?v=yBXfnVV9Sgg
https://www.youtube.com/watch?v=YE-B_G_K86E
https://blogs.cisco.com/wireless/apple-and-cisco-partnership-deliver-great-user-experiences-for-mobile-users
https://www.youtube.com/watch?time_continue=66&v=1XCqV0Pux_s

CmMmoTpuTe geMoHCcTpaunm adpPEeKTUBHOCTU TEXHOSOMMMN!

HdemoHcTpaumns adpdekTnBHocT Dual 5 GHz
e https://www.youtube.com/watch?v=mbpjiETvDXc

ﬂeMOHCTpaLI,I/IFI pa6OTbI B CcLUeHapunun BbICOKOW MSIOTHOCTU
e https://www.youtube.com/watch?v=13CZqgjToE6k

ﬂeMOHCTpaLI,I/IFI onTMMnN3NpoBaHHOIo poyMuHra B ,D,GVICTBI/IVI
o https://www.youtube.com/watch?v=y8izX6xC11E

OtyeTsl CpaBHUTENbBbHOIO TECTUPOBAHNA KOMMNAHUN Miercom
«  Miercom.com

HemoHcTpaums pabotel Cisco CMX Ha Cisco Connect 2017
e https://www.youtube.com/watch?v=ixrdne0gG w&t=71s

TNIalr
CISCO
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https://www.youtube.com/watch?v=13CZqjToE6k
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https://www.youtube.com/watch?v=ixr4ne0gG_w&t=71s
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