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Catalyst 9000 — HoBOE nokosieHne KOMMyTaTopoB

Catalyst 9400
MopaynbHbIA gocTyn

Converged ASIC
UADP 2.0

Catalyst 9500
Converged OS dukcupoBaHHoe ' — — —
Open I0S-XE S4po s e — o= e 'ft‘:"" = Ll

DL VAT =7 Catalyst 9300
duKcupoBaHHbIN JOCTYN

Bce kommyTaTopbl Catalyst 9000 nocTpoeHbl Ha OOLWMX NPUHLUNAX
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UADP 2.0 — 3-e nokoneHnune ASIC aona Catalyst

[ 3alwmTa nHBecTuuumn ]

[ YHMBEpPCanbHOCTb NPUMEHEHMWS ]
[ YnyJieHHasi macltabupyemocTb ]

=3 QY @ il

384K cuetunku Shared [lo 240GE Up to 2X to 4X
Lookup eMKOCTb O6pabotka + TCAM
I 1>
Do 32M6 Do 64K x2
BcTpoeHHble MakeTHbIN Netflow 3anucen
MUKponpoLeccopbl 6ychep
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DOPPLER

UNIFIED ACCESS DATA PLANE
UADP

/.46B TpaHcucTopos

28nm TexHosnorus



[MpenctaBnaem Catalyst 9300 Mpenmywiecrea Catalyst 9K

HocTynHo K 3aka3y P
| HoBoe pelueHne ans dukcupoBaHHOro AocTyna Caninel J
® Open I0S-XE J
1G Data
2.5G at the Only Highest e e e p— ©® SD-Access
Price of 1G Stackqble 2.5G/mGig = Aaaaas AAAsA s .__’.. 24 MopToB J
40G at the Switch with 8X Density in the - i) — ® X86 CPU & ContainersJ

rice of 10G.  smsmmew 10G Uplinks <=8 |@ > |nqustry i
. r :" ' 1G UPOE/POE+ Encrypted Traffic

— ® Analytics (ETA)*
o T .

3 . ) 0! - - - ©® 256 bit MACSEC*
. - - .- ¥ mGig UPOE

AR o — - : . . , P [oBepeHHble
e vy P s ssasas . LGty
"""" "= = TYTUYY PYVUYY PUPPEY -f 48 HOPTOB. StackWise Virtual*

® |EEE1588 & AVB*

MoaynbHbie BEHTUNATOPEI  Mogynu BHELLHUX MOAKIHOYEHNI Mogynu B FepeivElimaet Fols

Model Driven

L
- — - b d
g S— \»aa < Programmability
"_-omo.-.--_' .-. - - o -
| _ Fm% % !J#r-" . @ Patching/GIR
L

=
8x10G  2x40G 4x mGig 4x1G 350W  715W  1100W ) @ TOoTowosen

)
)
J
)
J
® NBAR2 J
)
J
)
)
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[lpenctaBnsgem Catalyst 9400 Mpeumywiecrea Catalyst 9400

[ocTynHo K 3aKka3y
I HoBoe peLlueHve ans MogynbHOro 4ocTyna 9 Téut/c @ UADP 2.0 J
® Open I10S-XE J
MakcumanbHas ® SD-Access J
HaOEeXHOCTb

® X86 CPU & ContainersJ

Encrypted Traffic
@ Analytics (ETA)*

® 256 bit MACSEC*

Jinpep no PoE
NOAKITIOYEHUAM

) [oBepeHHble
. Cucrtemsl

© StackWise Virtual*

..........

S ) S G, I, ) T, W, G, —

— ©® |EEE1588 & AVB*
______ ® NBAR2
_________________________________ | @ PorpetuatiFact PoE
10
7 cnotos croros Y Model Driven
Programmability

Mogyrv ynpasneHms NHTepdercHbie moaynu Mogynu BHeLLHMX BN @ Patching/GIR
Sup-1: 80G/Slot Access Optimized 24xmGig + 24xUPOE* KaHanos 3200W AC TeaGaEs:

Sup-1XL*: 120G/Slot Core 48xUPoE 24x 10G SFP+* 3200W DC* O ——

Optimized 48xPoE+* 48x1G SFP* 2400W AC*

o I lol I [ 48xData 24x1G SFP”
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[TlpenctaBnsgem Catalyst 9500 iy e W
HOBOE pelleHne ans PUKCUpoBaHHOIo aapa

Non-blocking ports

: Up to 2x 950W
High scale control plane Internal Storage : 16GB P with 5.3MB (shared)
10S 16.x AC/DC PSU
with 2.4GHz x86 CPU with External Storage :1xUSB 2.0 5 x Fan Trays packet buffer per port
SD-Access, MPLS AVB, 16 GB DDR4 Memory (front) , 1XUSB 3.0 (back) . U to 24 ports
3X npou3BoA-CTb WRED,NAT, PAT, NBAR2 Bulitdn RFID ofQSFP
Stackwise Virtual l
3X eMKoCTb
l ’ . :
n L]
5X Byddep " y " TR
N e ' :
L
)

4X MamaTb & Flash

4X CkopocCTb MOPTOB | 24 x 40G

)
J
J
5X LM pecypee! ]
J
)
J

2.4X 10G lMopTbl

8 x 106 2400 JIMHElHasi CKOPOCTb Ha BCex nopTax
EanHcTBeHHbIN 40G KOMMyTaTop onTUMKU3npoBaHHbIn ans J1IBC
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[MopTdponmo Cisco Catalyst 9500

Cisco Catalyst 9500 Cisco Catalyst 9500 Bbicokass nponM3B-CTb
Q1CY18

FCS
Q1CY18
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e YckopeHue murpauum JIBC Ha BbICOKOCKOPOCTHbIE MHTEpPheNChbI e

I'Ipou3 BOAUTEJNIbHOCTb YHMBepcaanoch I'IporpaMMMpyeMOCTb Bbicokas AOCTYNHOCTb PaCLIJVIpFIeMOCTI:




DyHKLUMOHaNbHbIE BO3MOXHOCTU
Catalyst 9000
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Catalyst 9K: yHndbukaums nmueH3npoBaHus

TpaguuuoHHaa moaenb Catalyst 9K 2-x ypoBHeBasa mogenb

IP Services DNA Advantage
I e - Software Defined Access, Assurance and ETA
u and Core Differentiators Solution Package

Network Advantage

IP Base

Routed Access and Access Differentiators

Full L3 with flexible Segmentation and Network
Resiliency

DNA Essentials
Simplified Network Operations Solution Package

Lan Base
L2 Features and Competitive Parity

Network Essentials
Competitive Parity with Full L2 and Routed Access

ol | 1ol | I Tpebyetcsa DNA nognucka npu 3akase Cat 9K

CIscoO




Cisco Catalyst 9000:

CpaBHeHue Advantage n Essentials - Future

Cisco DNA™ Advantage (inclusive of Cisco DNA Essentials) Cisco DNA Essentials

Software-Defined Access Assurance and Analytics Cisco differentiators Basic automation
M - Policy-based automation and assurance,  + Network insights from analytics and machine M - Containers, Python, EEM, ANI, Full Flexible * Plug and Play, EasyQoS
£ SD-wireless learning, clients and applications covering = NetFlow, Wireshark configuration®
2 L onboarding, connectivity, and performance i
§ Telemetry and visibility El g Basic monitoring capabilities Element management
@ ERSPAN AVC NBAR2 ement management @ - EasyQoS monitoring,* ¢ * Image management
3 » Patch management ~ -asy ; 9. . 9 ger
L=l Security and loT © lient and device 360, PSIRT compliance® Topology and discovery
88 - Encrypted Traffic Analytics, «©

mDNS GW, NAT/PAT
Network Advantage (inclusive of Network Essentials) Network Essentials
Enhanced security controls Flexible network segmentation Essential switch capabilities DevOps integration
» 256-bit MACsec * VRF, VXLAN, LISP, Cisco TrustSec®, » Layer 2, Routed Access (RIP, EIGRP Stub), * Programmability with open models
Wireless client and guest, MPLS L3VPN OSPF (1000 routes), PBR, PIM Stub and NETCONF/RESTCONF, PnP
© loT-and-mobilt © Multicast (up to 1000 routes), PIM Stub, Agent, ZTP
=8 loT and mol = : ;
Q ility High availability and resiliency 2 PVLAN, VRRP, PBR, Cisco Discovery
51 - CoAP . NSF GR Ci StackWise® Virtual. 1SSU = Protocol, QoS, FHS, 802.1X, 128-bit Telemetry and visibility
o » IR, Lisco Stackivise® Virlual, o MACsec, CoPP, Cisco TrustSec SXP, IP SLA
» Sampled NetFlow, SPAN,
. e - . I . Responder, SSO RSPAN
Full routing functionality Optimize bandwidth utilization with multicast
* BGP, HSRP, OSPF, IS-IS, HSRP,GLBP * MSDP, mVPN, AutoRP, PIM-Bidir

Cisco® Catalyst® 9000 hardware includes the Perpetual Network OS (Essentials or Advantage)
Mandatory to attach Cisco DNA license when ordering Cisco Catalyst 9000
Cisco DNA license includes switch and Cisco DNA Center™ features

A IILE
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Obecne4yeHne HaJeXHOCTN Ha YPOBHE pacnpenerneHus

KomnoHeHTbl Stackwise Virtual

Stackwise Virtual Link

Dual-Active Detection Link

* BblgeneHHble nHTepdencol ons Catalyst 9500-24Q/
MOKMIYEHNS OBYX LWaccu

Dual Active Detection Link

\Catalyst 9500-24Q

* CneumanbeHbln HTEpdENc ong

obHapyxeHuns cutyaumn Split-brain ~

Multi-Chassis Ether-channel
e Port-Channel nogknto4yeHHbIN K Stackwise
virtual waccu
« L2 wn L3 Port-channels

I
c I Sco BRKARC-1600
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Stackwise Virtual ISSU
O63op ISSU

. |ISSU npeanaraer MexaHuam /DuaI-Actlvn Detection LmN\
Catalyst 9500-24Q Catalyst 9500-24Q

obHosrneHus MO kommyTatopa 6e3
BblBOAA BCEro knacrepa u3
aKcnnyataumm

- Ncnonbesytotcsa BosmoxXHocT NSF 1
SSO 4TOOBLI KOMMYTaATOP MOT

AKTMBHbIM

Stackwise-Virtual Link P C3CPBH"'”

HenpepbIBHO 0bpabaTtbiBaTb Tpadmk
Aaxe B npouecce obHosneHusa MO
Supervisor

- KnoyeBasa TexHonorus
ISSU Infrastructure
[Mo3sonaetr SSO mexay pasnnuyHbIMn
Bepcuamm MO

I
c I Sco BRKARC-1600
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HoBble BO3MOXHOCTM Mo ynpaeneHuto Catalyst 9K

HoBble BO3MOXXHOCTH

MHBEHTapu3aLnmn co BCTPOEHHbIM
RFID

Icons

OProHOMUYHbIN
NHOYCTpUanbHbIN U3anH
]

L
CISCO

INerkocTb obcnyxuneaHus ¢ Blue
Beacons Ha kaxaom
KOMMOHEHTEe

BesonacHbIn 4OCTYN K KOHCOMNU
no Bluetooth



Catalyst 9K — kOHUENUMA OOBEPEHHbIX CUCTEM

oanuch
obpasa O

MNognuHHOCTL
OoC

‘J'

nacHasd

3arpyska
Boot Sequencg
Check

[loBepeHHbIe CUCTEMDI

NIIr
CISCO

PnP

SUDI
nogaepxka
WEAEVALLE

Malware
Protection

Hardware
Authenticity

NoagnuHHoe
D6opya-HYE

3awmTa

npoLeccoB
64 Bit ASLR

17



Open |OS-XE

10S I0S XE 3.7.x(SE) Open I0S XE 16.5.1

10S 10Sd

®PyHKUMOHanb

E 10Sd Blob § °
®yHKLMOHAaNbHbIE KOMMNOHEHTbI Hble : 10S Sub

Systems

KOMIMOHEHTbI

Config & Operational
States

O6Lwas
WHpacTpyktypa / HA

WHTepdenchl

NHTepdencel ynpaBneHns yrpaBneHns

[pansepbl Moaynen

Obwasa nHppactpyktypa / HA i
Anpo i

|
|
|
|
|
|
:
|
[pansepbl mogynen :
|
|
|
|
|
|
|

TNIIr
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Catalyst 9K nogaepxmsatot I'I0T0|<0|3yro TENemMeTpuo

TpagnuMOoHHbIN Nogxon Catalyst 9K

TN JaHHbIX

3akpbITble, HeCcTpykTypupoBaHble CtaHpapt, CTpyKkTypa
(MIBs, CLI) (IETF YANG, OpenConfig)

AaHHbIX & JKcnopT

beicTpo, HagexHo, MN'vbko
(NetConf - XML, RestConf — JSON, gRPC)

MepnneHHo, CKITOHHOCTb K oLumMbkam,
OcHoBaHO Ha 3anpocax (SNMP

Raw, L1-L3 Bornblie nHpopmaunmn ¢ y4eTom npusioKeHnn
- \
GEL/0 250859459 1€€4878 o 1€ { \
= BEs s : :
S sedmin s s = Application  Traffic URL  Policy & Endpoint
e e e e e . Response  Prioritization Stats Security Profiles
TooEEm OTHE OTH TTHE Tirmes Analytics
Fife aeassinnier 20838930 t202 e
atfrerfee = mmm e =

CIscoO
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Patching & GIR

SMU (Software Maintenance Upgrade) ato
cneumarnbHbI MEXaHMU3M NO3BOSISAOLLNN
NPOM3BECTN NoKanbHble ncnpasnenus MO nnn
npouecca.

OcobeHHocTn SMU:

— CkopocTb (BO3MOXHOCTb JOCTaBKM
KPUTUYECKNX ncnpasneHnn 6es oxmagaHmsa
HoBow Bepcumn 10S)

—  OddeKkTnBHOCTL (HE TpebyeT NONHOro
obHoBneHus MO)

— HanpasneHHoe gencteune (agpecyeT TOMbKo
NpobremMHbIN NpoLecc)

stfran]s
CISCO BRKARC-2035

20



|OS XE ona Catalyst 9000
obuwme OC, obwme obpas NQ._9of

VT Download Software

U.L I I RRARES 108 XE Scftware-Everest 165 18
WOSPS SIS Seveee

Catalyst C9500-24Q-A Switch

.
YnpoLueHne n yckopeHumne
cepTuduKauum n npoBepKn
Traiming & tvents Partners Q
Download Software # Oow @ biFeee
[MpocToTa ynpasneHus

105 XE Sowars-Lversst 16 5 1

Catalyst 5300-48P-A Switch

OpunHakoBbIv 06pa3
[M1O Ha Bcex Cat9K

U Release Eversst16.5.1a ED

cat9k iosxe.16.05.01a.SPA.bin e — T

EovHbein doann obpasa ans Bcex kommyTtaTopoB Catalyst 9K

I
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HageXXHoro nepmmMmeTpa yxe HegoCcTaTto4yHo

Perimeter Security

. " ineffective \
Email attachment

OB

— ,
Email Link “ \aiware on

/ .
@, Personal device

Social Media Site with Malware

DDoS Attack /
Data Exfiltration

Phishing

7
7
~
~

)

~

Botnet creation /
Privilege Escalation

Initial Compromisé
\Q/Malware Propagation

®

->
A
-

I
CISCO
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Passutue pelueHmnsa Cisco «Cetb kak CeHcop»

O6HapyxeHune BpenoHocHoro 1O B 3alumndpoBaHHOM Tpaduke
ISE

(Identity Services Engine)

ABTOMaTUUECKas
NM301AUmMsa Yrpo3bl

Encrypted
4 Traf 'COAnaIytics
99%

ObHapy»eHne
MatumHHoe BPEOOHOCOB B
0byueHune LWMDPOBAHHOM

Tpaduke

NetFlow ¢
pacLUMPEHHOM
TenemeTpuen
Ha CKOpOCTU
nopTta

TOUHOCTb
O6Hapy)XeHus yrpo3*

0.01%

ITOXKHbIX
cpabaTbiBaHUN™

KommyTaTop
Catalyst 9K

*Source : Identifying Encrypted Malware
Traffic with Contextual Flow Data, Oct 2016

Cognitive Analytics

I
CISCO



Fast multi-core x86 processor
Linux-based OS

up to 16BG RAM

Storage expansions (USB, SSD)

O6na4Hble PacnpepeneHHble CeTeBble pyHKLUMM, ﬂporpaMM@pyeMOCTb
KOHHEKTOpbI NPUNoXeHus MpUNOXEHNs aHANUTUKM U (Python scripts, Puppet
3aKa34yuMKoB TenemeTpuu Master)

I
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B nnaHax - Wide Area Bonjour

BHenpeHue yepes
= DNA-Center

2 o A4

KINUeHTHI M.u (S D
«— 2 AN
3 WAy Y.
o [MporpammHbIN areHTa YcTtpornicTtea BonjouN I>l;|
Ha Cat 9k (Apple TV, Printers) A

J

/O6bqubM Bonjour ) ( Wide Area Bonjour \{/ )

= He macwrtabupyetca Ha WAN
Mcnonb3yer OGHapyXeHue 1 oroBeLleHne o
= HeT KOHTpOSA gocTtyna cepsuce Yyepes WAN
=  OrpaHunyeHHoe ynpaBneHmne « [pynnoBble NONUTUKM ANA KOHTPONA AocTyna
\ j \ YnpouieHHoe ynpasneHne DNA KOHTposnsnepom Y,

I
CISCO



MPLS B kamnyce Ha Catalyst 3K, 9K

MPLS Domain

> - MPLS L3VPN (c I0S XE 16.3.2)

- 10S XE 16.6.1 (nonb 2017)
nogaepxka L2 VPN — EOMPLS,
VPLS

- TMoapepxkka Ha Bcex Moaensax
3650/3850, 9300/9400,9500

----- Label switched path
L3 VPN and Campus Segmentation

&LZ VPN

C I S C 0 © 2018 Cisco and/or its affiliates. All rights reserved. 27



3ak4yeHne 1 BbiBOAbI. ..
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Catalyst 9K — katanusatop Hosou Opbl Ceten Cisco

' OcHoBaH Ha LI X86 BHeLLHee XpaHunuLLe

Er]r(;;yfgtced Resiliency with
Patching &

' o Analytics
) CewmeliictBo Catalyst 9K e GIR

Programmability
& Automation

Standards Real time
Leadership Streaming
.3bt, .3bz, etc Telemetry

SD Access

Fabric
Enabled
Wireless

YnobctBo 1 adhheKTUBHOCTb

3 Party

App
Hosting

Trustworthy
Systems

UADP 2.0/3.0 IOS XE 16.5

Knto4yeBble KOMMOHEHTbI

Catalyst 9K — cosgaH ans JIBC crnegyrowlero oecatuneTums

NI D
CISCO
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